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PURPOSE OF THE AUDIT: 
To determine if Office of Retirement Services (ORS) policies and procedures were sufficient to: 

• Procure goods and services effectively and economically, in compliance with City rules. 

• Ensure that vendors provided goods and services in accordance with their contractual obligations. 

REPORT HIGHLIGHTS 

Finding 1: ORS wire transfers to pay vendor invoices violated ORS and City payment rules and bypassed 
payment safeguards. Vendor services and payments continued without authorized contracts, 
vendor performance was not measured, and ORS staff disagreed among themselves on 
procurement rules. (Page 15) 

Summary of Finding 1 Recommendations  

1. Identify and memorialize (e.g., in a policy) the procurement rules that the ORS is required to follow. 

2. Review, update, and communicate all existing, outdated ORS procurement policies. 

3. Communicate policies that define the roles and responsibilities for authorizing contracts to ORS staff. 

4. Assign overall responsibility for procurement oversight to an existing ORS staff position. 

Finding 2: The ORS paid an insurance broker without a competitive vendor selection process or a 
contract to define the scope of services. (Page 29) 

Summary of Finding 2 Recommendations  

1. Use a public, competitive vendor selection process to select and contract with an insurance broker. 

2. Create and communicate, as appropriate, a risk management policy for the ORS 

Finding 3: The delayed purchase of ORS laptops in 2020 caused security vulnerabilities and raised 
operational risks. (Page 35) 

Summary of Finding 3 Recommendations 

1. Implement San José Municipal Code section 4.12.220, which allows for emergency procurement. 

2. Take an inventory of the laptops and associated equipment that the ORS purchased in 2020 to 
determine whether the procured laptops were received, as ordered. 

Finding 4: The ORS does not have monitoring processes and reliable data to comprehensively manage 
vendor payment and contracting risks. (Page 38) 

Summary of Finding 4 Recommendations 

1. Identify the contract and vendor payment data and reports that the ORS needs to manage contracts. 

2. Gain access to needed contract and vendor payment data and reports. 

3. Identify and implement systems to meet outstanding contract management requirements. 
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RFP Request for Proposal (a type of competitive vendor selection process) 
SOP Standard Operating Procedures 
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1 The City’s Municipal Code uses the terms Federated System and Federated Plan synonymously. The ORS’s financial statements and 

documents mostly use the term “Federated Employees Retirement System.” In this report, the IAD uses the term Federated Plan.  

INTRODUCTION  

Objective The audit objective was to determine if ORS policies and procedures were 
sufficient to:  

• Procure goods and services effectively and economically, in compliance 
with City rules and ORS policies. 

• Ensure that vendors provided goods and services in accordance with their 
contractual obligations. 

The ORS’s Internal Audit Division (IAD) conducted this audit in accordance with 
the IAD’s Retirement Board-approved audit plan. 

Background San José’s Federated City Employees’ Retirement Plan (Federated Plan)1 and 
Police and Fire Department Retirement Plan (Police and Fire Plan) were 
established in 1941 and 1961, respectively, to provide retirement benefits for 
eligible City employees. Information about the plans (e.g., eligibility criteria, 
membership, contribution rates, benefits) are shown in the City’s Municipal 
Code, the ORS’s financial documents, and the City’s financial documents. 

Public Procurement 
Objectives 

To meet their fiduciary responsibilities, governmental agencies use policies 
and procedures to procure goods and services in a manner that is: 

• Economical (e.g., contracts are awarded to the lowest responsible and 
responsive bidder, market competition is maximized to encourage high-
quality goods and services while lowering purchasing costs) 

• Effective (e.g., contracts are awarded to objectively qualified vendors, 
ongoing monitoring procedures ensure that vendors meet their 
contractual obligations) 

• Efficient (e.g., necessary goods and services are procured in a timely 
manner, procurement roles and responsibilities are defined and assigned 
to competent staff, up-to-date contract templates are used) 

• Ethical (e.g., conflict of interest situations, such as contracting with a 
vendor who is also an agency employee or official, are prevented) 

• Transparent (e.g., solicitations are publicized and made accessible to 
potentially qualified vendors, contract-related documents and vendor 
spend data are available to the public through web portals)  

https://library.municode.com/ca/san_jose/codes/code_of_ordinances
https://library.municode.com/ca/san_jose/codes/code_of_ordinances
http://www.sjretirement.com/
https://www.sanjoseca.gov/your-government/departments-offices/finance
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Exhibit 1 
Relevant City Auditor's Office Findings 

Topic  Summary 
Exemptions from 
competitive 
procurement are 
rarely valid 
 

• The City used and paid vendors without competitive procurement. The report quoted 
from the American Bar Association’s 2000 Model Procurement Code for State and 
Local Governments, which stated: "Fair and open competition is a basic tenet of public 
procurement. Such competition reduces the opportunity for favoritism and inspires 
public confidence that contracts are awarded equitably and economically."  

• Some City contract procurements did not expressly claim the "unique services" (i.e., 
sole source) exception, but still avoided the competitive procurement process. The 
report noted that some jurisdictions forbid all sole source procurements and quoted 
from the 2008 National Association of State Procurement Officials publication titled 
State and Local Government Procurement: A Practical Guide, which stated: "In today’s 
global economy, it is rare that only one firm can supply whatever the government 
needs. […] Much sole source procurement reflects an improper relationship, such as 
where a 'pilot' program managed by a vendor leads to a set of specifications authored 
by that vendor or favoring that firm." 

Long-term vendor 
relationships may 
diminish value 

• Long-term vendors became “major stakeholders” in City processes and were selected 
for the same work year after year. City staff used past work with the vendor as a major 
justification for continued use of vendors. The report cautioned that the value of their 
services may diminish over time as vendors develop close relationships with City staff, 
become embedded in City processes, and diminish the opportunity for fair and open 
competition to other vendors. 

Oversight is 
needed to realize 
contract benefits 

• City staff did not monitor basic contract terms and paid vendors without verifying that 
services were rendered. The report stated: "…we found that City staff had ignored 
contract terms, changed contract deliverables and payment terms without 
authorization, and sometimes paid vendors more than required by their contracts. 
Finally, in many instances staff was unable to provide us with contract-required 
deliverables." 

Source: San José City Auditor’s Office report titled “Consulting Agreements: Better Enforcement of 
Procurement Rules, Monitoring, and Transparency Is Needed” 

 

• Compliant with applicable rules (e.g., authorized individuals or bodies 
approve contracts, contracts include legally mandated provisions, 
attorneys review and approve draft contracts) 

Reputational, 
Operational, and 
Financial Risks 
 

The San José City Auditor’s Office issued an audit report titled “Consulting 
Agreements: Better Enforcement of Procurement Rules, Monitoring, and 
Transparency Is Needed” in 2013 that highlighted citywide reputational and 
financial procurement risks. Exhibit 1 summarizes selected report highlights. 

https://publicprocurementinternational.com/wp-content/uploads/2019/04/2000-ABA-Model-Procurement-Code.pdf
https://publicprocurementinternational.com/wp-content/uploads/2019/04/2000-ABA-Model-Procurement-Code.pdf
https://www.naspo.org/procurement-u/order-practical-guide/
https://www.sanjoseca.gov/Home/ShowDocument?id=33780
https://www.sanjoseca.gov/Home/ShowDocument?id=33780
https://www.sanjoseca.gov/Home/ShowDocument?id=33780
https://www.sanjoseca.gov/Home/ShowDocument?id=33780
https://www.sanjoseca.gov/Home/ShowDocument?id=33780
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In response to a 
Finance Department 
reprimand, the ORS 
committed to the 
City's procurement 
policies 

A June 2021 letter (Exhibit 2) shows that the Finance Department reprimanded 
the ORS because it "contacted a supplier to supply goods or services without 
obtaining a purchase order (PO) or a City-approved agreement." The 
reprimand letter identified risks associated with the violation of the City's 
procurement policies (e.g., violation of the municipal code, waste of City 
resources, loss of protections contained in authorized PO and contract 
provisions). As shown in Exhibit 2, the ORS's Director (CEO) signed a response 
to the Finance Department that stated, "We are aware of these policies and 
will abide them."  

The CEO has clarified to the IAD that while the ORS works well with the Finance 
Department, "there may be some procedures for which [the] ORS might want 
to consider a different approach that would grant us more ownership and 
flexibility for efficiency purposes." 

 

Exhibit 2: Finance Department Reprimand and ORS Response 

Reprimand Letter From the Finance Department The ORS Director's Response to the Reprimand Letter 

 
 

Source: ORS internal records 
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Contracting Authority  The California Constitution provides the boards of public retirement plans “sole 
and exclusive” responsibility for retirement plan assets and administration.2  

The ORS must meet 
the standard of care 

The California Constitution mandates that public retirement plans meet the 
"standard of care" in discharging their responsibilities. The Constitution states: 

"The members of the retirement board of a public pension or 
retirement system shall discharge their duties with respect to the 
system with the care, skill, prudence, and diligence under the 
circumstances then prevailing that a prudent person acting in a 
like capacity and familiar with these matters would use in the 
conduct of an enterprise of a like character and with like aims." 

Audit criteria reflect 
the standard of care  

Auditing Standards require that auditors identify and use appropriate 
evaluation criteria.3 To define the standard of care at a level that was suitable 
for use as evaluation criteria, the IAD identified the relevant sections of the 
San José Municipal Code and the procurement and payment policies and 
procedures of the ORS and the City's Finance Department. In addition, the IAD 
identified and used as audit criteria the relevant procurement policies, 
procedures, and practices of benchmark agencies. The IAD believes that taken 
as whole, the selected audit criteria reflect the standard of care. 

Audit criteria were 
subject to debate 

Although ORS staff directly responsible for day-to-day ORS accounting and 
finance operations believe that the Municipal Code mandates and Finance 
Department policies and procedures reflected in this audit apply to the ORS,4 
others raised concerns that some of the criteria are: 

• Obsolete (e.g., some ORS procurement policies and procedures are over 20 
years old and not currently used by ORS staff) 

• Erroneous (i.e., some ORS staff believe that sections of the City's Municipal 
Code are erroneous and that updates are required). 

• Discretionary (i.e., some ORS staff believe that the Finance Department's 
procurement and payment policies and procedures are not mandatory 
because of the organizational independence gained by the ORS under 
Measure G.5) 

 
2 See California Constitution Article XVI, Section 17(a). 
3 The U.S. Government Accountability Office's Government Auditing Standards require that auditors identify and use suitable criteria, based 

on the audit objectives, to provide a context for evaluating evidence and understanding the findings, conclusions, and recommendations 
in the report. The International Standards for the Professional Practice of Internal Auditing state that when adequate criteria are 
unavailable, auditors should identify appropriate evaluation criteria "through discussion with management and/or the board." 

4 In practice, the ORS relies on the City's procurement and payment processes, standards, and systems (i.e., FMS). 
5 San José voters passed Measure G, which was on the November 4, 2014, election ballot, allowing for the creation of "one or more 

retirement boards with specified authority, including hiring an at-will chief executive." 

https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=CONS&sectionNum=SEC.%2017.&article=XVI
https://www.gao.gov/products/gao-21-368g
https://www.theiia.org/en/standards/
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The IAD and ORS management could not identify alternative criteria that would 
be more appropriate than what is reflected in this report. The audit 
recommendations address the need to ensure that the ORS has sufficient, 
specific, and up-to-date procurement rules and responsibilities that are 
consistently used and communicated at the ORS.  

Contracting and the 
use of public funds 

San José’s Municipal Code provides the Federated and Police and Fire 
Retirement Boards the authority to “select, enter into contractual 
arrangements with, and pay reasonable compensation to persons” for various 
professional services needed to carry out its duties and responsibilities.6 As will 
be discussed in Finding 1 (P. 15) and in Appendix 5 (P. 63), San José’s Municipal 
Code, consistent with ORS policy, requires that the ORS use City processes 
under the authority of the Finance Department to pay invoices. 

City procurement rules 
in the Municipal Code 

Chapter 4.04 of San José’s Municipal Code provides the legal framework for 
citywide procurement, including: 

• Contracting authority (e.g., authority provided to the City Attorney7 to 
enter contracts without the approval of the City Council up to a predefined 
dollar threshold) 

• Debarment (i.e., procedures for prohibiting contractors from doing 
business with the City) 

• Social policies (e.g., nondiscrimination provisions that must be 
incorporated into contracts) 

• Procurement procedures (e.g., dollar thresholds at which competitive 
procurement methods must be used) 

• Allowable exemptions from competitive procurement (e.g., emergency 
purchases where authorized individuals may procure goods and services 
without a competitive procurement process) 

• Award of contracts (e.g., purchases requiring formal bidding shall be 
awarded to the lowest responsible and responsive bidder) 

Finance Department 
roles and 
responsibilities 

San José’s Municipal Code assigns the Finance Department overall 
responsibility for procurement, which includes preparing citywide policies and 
procedures to implement Chapter 4.04 of the Municipal Code.8 In addition, the 
Finance Department provides training, resources, and best practice documents 

 
6 See Municipal Code sections 3.28.155 and 3.36.385 for sections relevant to the Federated Plan and Police and Fire Plan, respectively. 

7 A May 15, 2015, memorandum from the San José City Attorney stated, "With the adoption of Measure G in the November 2014 election, 
the Retirement Boards have the authority to appoint and direct their own attorneys..." The ORS, in practice, currently contracts for outside 
legal services.  

8 See Chapter 5.1 of the City Policy Manual for Finance Department procurement policies and procedures. 

https://library.municode.com/ca/san_jose/codes/code_of_ordinances?nodeId=14367
https://library.municode.com/ca/san_jose/codes/code_of_ordinances?nodeId=14367
https://library.municode.com/ca/san_jose/codes/code_of_ordinances
https://www.sanjoseca.gov/your-government/departments-offices/office-of-the-city-manager/employee-relations/city-policy-manual
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on the City’s restricted-access intranet (e.g., vendor management guidelines to 
set standards for vendor performance, actively monitor contracts, and ensure 
that invoices and payments are in accordance with contract terms). 

Exhibit 3 shows a page from the City's procurement training materials that 
summarizes key procurement requirements, depending on anticipated vendor 
spend (i.e., "Purchase Amount"). 

Exhibit 3 
City of San José’s Purchasing & Council Approval Thresholds* 

 
Source: “Purchasing Fundamentals” training document (a PowerPoint file) on the City’s restricted-access intranet as of July 2022 
Note: The footnotes shown in the table are part of the original document and are not defined here. 
* This table was apparently last updated on March 3, 2020. Dollar thresholds shown in the first column are subject to change. 

 
ORS Procurement 
Policies & Procedures 
 

The Retirement Boards have broadly delegated contracting responsibilities to 
the Chief Executive Officer and Chief Investment Officer in the Boards’ 
Standard Operations Procedures,9 including: 

• Ensuring “due diligence” is performed for vendors that are appointed by 
the Retirement Boards. 

• With due diligence, selecting and appointing all vendors for which the 
Board has not retained selection or appointing authority. 

• Executing contracts with vendors. 

• Supervising and directing all vendors on a regular basis. 

ORS roles & 
responsibilities 

The ORS has written procurement policies and procedures that define 
procurement roles and responsibilities. However, these have not been 
updated or signed-off by senior management in over 20 years and were not in 
use by ORS management or staff, who, moreover, had conflicting views 

 
9 See the “Chief Executive Officer” and “Chief Investment Officer” charters and the “vendor selection” policies in the “Standard Operating 

Procedures (SOP)” of the Retirement Boards of the Federated Plan and Police and Fire Plan on the ORS website.  

https://www.sjcity.net/252/Purchasing-Risk-Management
https://www.sjcity.net/252/Purchasing-Risk-Management
https://www.sjretirement.com/
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regarding the applicability of citywide procurement rules and regulations to 
the ORS (see Finding 1).  

ORS Accounting, Administrative, and Investments Division staff described the 
ORS’s informal (i.e., undocumented) procurement roles and responsibilities to 
the IAD. For example, according to ORS Administrative Division staff, “when 
necessary,” ORS senior staff, in coordination with legal counsel: 

• Solicit (e.g., issue a request for proposal) for goods and services and 
contract with vendors. 

• Work with vendors to estimate and agree on services and costs. 

• Notify the Retirement Boards and request their approvals of proposed 
contracts and obtain required contract signatures.  

ORS Administrative 
Division responsibilities 

The ORS Administrative Division is responsible for ensuring that contracts are 
properly authorized (i.e., signed), complete (e.g., they include certificates of 
insurance), and submitted to the City Clerk for final acceptance  and posting to 
the City’s online records database (i.e.,“GILES”). Administrative Division staff 
use a manually created spreadsheet to track contracts, except for Investments 
Division contracts, which includes information such as vendor name and 
contact information, contract start and end dates, approval dates (e.g., 
Retirement Board approval, City Clerk approval), amounts, processing 
milestones (e.g., date transmitted to the City Clerk), and the "GILES" 
identification number. 

ORS Accounting 
Division 
responsibilities 

The ORS Accounting Division is responsible for monitoring contracts to ensure 
that they do not expire before the required goods and/or services have been 
provided and to pay vendor invoices that have been approved by ORS staff 
responsible for each contract. Specifically, the Accounting Division uses a 
spreadsheet to identify all ORS contracts, contract terms (i.e., start and end 
dates), and remaining contract balances. The spreadsheet is used to: 

• Ensure there are sufficient reserved (encumbered) funds in the City's 
Financial Management (FMS) System to pay contract invoices. 

• Identify contracts that are expiring and remind responsible ORS staff to 
initiate a process to extend or renew the contracts, as necessary. 

 
 
 
 
 

https://records.sanjoseca.gov/Pages/Search.aspx
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Vendor Spend Exhibit 4 shows vendor spend by retirement plan from July 1, 2017, through 
May 31, 2022. During this period, the ORS paid 182 vendors $55.3 million. Of 
the $55.3 million, $45.5 million (82 percent) was paid to 20 (11 percent) of the 
182 vendors. 

Exhibit 4 
Vendor Spend by Plan (FY 2018 through FY 2022*) 

Plan FY 2018 FY 2019 FY 2020 FY 2021 FY 2022* Grand Total 
Federated $5,174,824 $5,114,942 $4,387,829 $5,305,580 $3,967,610 $23,950,786 
Police & Fire $6,518,707 $7,062,797 $5,681,364 $6,553,564 $5,550,875 $31,367,308 

Total^ $11,693,531 $12,177,739 $10,069,193 $11,859,145 $9,518,486 $55,318,094 
Source: City of San José Financial Management (FMS) System Records from July 1, 2017, through May 31, 2022 
* FY 2022 includes vendor spend through May 31, 2022 
^ Detail may not sum to totals because of rounding (i.e., totals are derived from unrounded numbers) 

 

Most (78 percent) of 
vendor spend was 
associated with 
Investments Division 
activities 

Of the $55.3 million in total vendor spend, $43.1 million (78 percent) was 
associated with the Investments Division. This included $9.9 million in 
payments to “Artisan Partners Limited Partnership” and $4.8 million to 
“Oberweis Asset Management Inc.”  for investment manager services.10 
Exhibit 5 summarizes vendor spend by fiscal year and ORS division. 

Use of the term 
"Vendor" 

Some ORS staff raised concerns about the use of the term "vendor" in this 
audit report. However, this usage is consistent with the standard operating 
procedures of the Retirement Boards11 and with FMS. 

 
10 The noted investment manager fees were paid from July 1, 2017, through May 31, 2022. Consistent with the specific fee structure stated 

in each investment manager's contract, fees are calculated based on the value of assets under management. 

11 See the “vendor selection” policies in the “Standard Operating Procedures (SOP)” of the Retirement Boards of the Federated Plan and 
Police and Fire Plan on the ORS website. 

https://www.sjretirement.com/
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Exhibit 5 
Vendor Spend by Fiscal Year and ORS Division* 

 

Source: City of San José Financial Management (FMS) System Records from July 1, 2017, through May 31, 2022 
* Division (e.g., “Investments”) classification is based on the IAD's summary of "charge codes" shown in FMS financial records 
 

Scope The IAD used data analytic and sampling methodologies to identify potentially 
high-risk vendor expenses and associated contracts, if one existed, from July 1, 
2017, through May 31, 2022. The "Finding" sections of this report include, for 
selected vendors and contracts, vendor spend from contract inception through 
June 30, 2022. Exhibit 6 shows the selected vendors within the audit scope. 
"Investment Managers" were selected for review in a future audit report. 

Scope Limitation The IAD requested but could not readily and timely obtain all relevant contract 
and vendor spend data known or presumed to exist in FMS (e.g., contract end 
date, invoice date). These data elements would have allowed the IAD to more 
effectively apply data analytics and identify high-risk contracts and vendor spend 
(e.g., vendor payments under expired contracts) to include in the audit scope. 

 The IAD’s data analytics relied on the reliability (i.e., accuracy and completeness) 
of FMS data to identify and select high-risk contracts for detailed review. As 
shown in Finding 4, the majority of ORS vendor spend in FMS was not associated 
with contracts, apparently because of the ORS's practice to not enter investment 
manager contracts in FMS (see Finding 4). As a result, the planning phase of this 
audit relied more on vendor spend data and less on actual contract spend data to 
select contracts for detailed review. 
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Data reliability The scope of this audit did not include assessing the accuracy of the City’s financial 
data, including vendor spend, because they are subject to external, annual 
financial audits and the City’s internal controls. The IAD considered the data to be 
sufficiently reliable for the purpose of this audit. 

Methodology To achieve the audit objective, the IAD: 

• Reviewed relevant provisions of rules and regulations that pertain to ORS 
procurement, including the California State Constitution, the City’s Municipal 
Code, and the Retirement Plans’ Standard Operating Procedures. 

• Identified and reviewed the ORS's procurement policies and procedures, 
which have not been signed-off by senior management or updated in over 20 
years (see Finding 1) 

• Conducted a risk assessment to identify and prioritize ORS vendor spend risks 
(e.g., failure to meet contractual obligations, vendor spend without a 
contract, contract awarded without a public, competitive vendor selection 
process).  

• Gained an understanding of existing ORS procurement practices, including 
contract award and oversight, from staff in the ORS Administrative, 
Accounting, and Investments Divisions. 

• Reviewed procurement policies and procedures used by benchmark pension 
systems, including the LACERA (Los Angeles County Employees Retirement 
Association) and the OCERS (Orange County Employees Retirement System). 

• Extracted FMS vendor expense and contract data, to the extent available (see 
scope limitation section, above), and used Arbutus Analyzer software to 
identify potentially high-risk contracts and vendor spend.  

• Reviewed actions of the Retirement Boards and the Investments Division 
(e.g., authorizations, contract awards) related to the contracts with Barra, LLC 
and Verus Advisory, Inc. (see Appendix 1). 

Exhibit 6 summarizes the 10 vendors that were judgmentally selected for review 
and a summary of the basis (i.e., risks) for each selection.  
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Exhibit 6 

Selected Vendors, Total Spend, 
and Preliminary Risks  
(FY 2018 through FY 2022) 

Preliminary Risks Identified (See Notes) 
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Vendor Spend 
Albourne America, LLC $1,710,000 Y     Y Y Y  
Ameriprise Financial INC~ $559,193 Y   Y   Y   
Artisan Partners LTD Partnership~ $9,886,096 Y   Y  Y Y Y  
Barra, LLC# $757,875 Y     Y    
Cove Street Capital LLC~ $1,574,557 Y   Y  Y Y Y  
Kroll, Susan N Tierman, MD $516,894 Y     Y Y Y Y 
Oberweis Asset Management INC~ $4,774,623 Y   Y  Y Y Y  
Risk Strategies Company# $1,968,699 Y  Y Y  Y  Y  
Russell Investments 
Implementation Services, LLC~ 

$2,004,392 Y   Y  Y  Y  

Technology Integration Group# $85,916  Y   Y     
Total $23,838,244  

Source: City of San José Financial Management (FMS) System Records from July 1, 2017, through May 31, 2022 
~"Investment Manager" contract selected for review in a future audit report 
# Included in the final selection of contracts for this audit (see the paragraph below) 
Notes (on columns A through I in the above table): 
A) "High Value" means total vendor spend over $500,000 (during the audit period). 
B) The IAD administers an annual staff survey. Ratings that were directly or indirectly related to vendors/contracts were considered. 
C) For selected contracts, the IAD searched the City's online records database (i.e., “GILES”) to assess completeness of the contract files. 
D) Purchase Orders (POs) serve to monitor and limit vendor spend by contract in FMS. Missing PO data was considered a risk.  
E) A single vendor invoice/payment over $50,000 in any given year was considered a potential risk. 
F) "Long Term" means that payments to a vendor occurred in four or more years (during the audit period). 
G) High risk payment trends were identified using a visual (i.e., graphing vendor spend) and judgmental (i.e., subjective) approach. 
H) Benford's Law12 analytic results were summarized and prioritized by vendor in determining whether there was a potential risk. 
I) Using analytics, potential conflict of interest situations (e.g., employee vendors) were identified but later deemed insignificant. 

 

Final selection of 
three contracts for 
review in this audit 

Of the above 10 vendors, 5 were identified as "investment managers" to be 
included in the scope of the IAD's next planned audit. Of the remaining 5, 2 were 
dropped because information was not readily available to assess the preliminary 
risks that had led to their preliminary selection. This audit focused on the 
contracts with Barra, LLC, Risk Strategies Company, and Technology Integration 
Group, as shown in Findings 1 through 3. Finding 4 discusses overarching 
concerns about the reliability of the ORS's contract and vendor spend data and 
systems. 

 

 
12 Benford's law is a proven mathematical theory used to identify data that are indicative of various risks (e.g., fraud, error). 
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Finding 1 ORS wire transfers to pay vendor invoices violated ORS and City 
payment rules and bypassed payment safeguards. Vendor services 
and payments continued without authorized contracts, vendor 
performance was not measured, and ORS staff disagreed among 
themselves on procurement rules. 

Summary The ORS's use of wire transfers to pay $132,000 in vendor invoices in 2022, two of 
which were past due, violated City and ORS payment rules and bypassed standard 
ORS payment processes designed to safeguard the retirement funds from error 
and fraud. The ORS's Director (CEO) did not approve the use of wire transfers to 
pay the invoices in 2022.13 The ORS did not have a Retirement Board-approved 
contract to pay a $91,000 Barra, LLC invoice or to continue services under a Barra, 
LLC contract or an overarching contract with Verus Advisory, Inc. Depite concerns 
that the IAD raised in 2022 about the use of wire transfers to pay vendors, the 
Investments Division wired $131,000 to pay three past-due vendor invoices in 
January 2023.14 

The ORS did not have vendor performance standards and oversight records to 
show that Barra, LLC and Verus Advisory, Inc. met their specific contractual 
obligations. ORS staff disagreed among themselves on whether the ORS is 
required to follow San José’s procurement rules, as stated in the San José 
Municipal Code and the Finance Department's procurement policies and 
procedures. Existing ORS procurement policies and procedures have not been 
updated or signed off by senior management in over 20 years. 

From July 1, 2016, through June 30, 2022, the ORS paid about $760,000 to Barra, 
LLC for data processing and reporting services and about $1.52 million to Verus 
Advisory, Inc. for risk advisory services.15 The ORS's contracts with Verus Advisory, 
Inc. required that the ORS contract with Barrac, LLC.  

Appendix 1 provides, for additional context, a timeline, with reference to 
supporting documentation (see Appendix 7), of the actions of the Retirement 
Boards and the Investments Division that relate to the contracts with Barra, LLC 
and Verus Advisory, Inc. 

 
13 The ORS's CEO did approve payment of the 2022 invoices, but not the wire transfers, which constituted an override of standard ORS and 

City payment processes and payment rules. 

14 The ORS's CEO did approve the January 2023 invoices and wire payments with knowledge of the concerns identified in this report. Due 
to a conflict of interest, this audit report is silent on this concern. The IAD reported concerns about the IAD's organizational independence 
and provided relevant recommendations to the Retirement Boards in a 2021 report titled "Assessment of the Internal Audit Division." 

15 For reference, a Verus Advisory, Inc. work product is included in Appendix 7, starting on page 191. 

http://sjrs.legistar.com/gateway.aspx?M=F&ID=d4dde483-e8b6-482f-8335-98fe69ee954c.pdf
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Wire transfers to 
pay vendor 
invoices violated 
ORS and City 
payment rules 

ORS records show that the Investments Division wired $132,000 directly from the 
ORS's Bank of New York Mellon accounts, effective September 1, 2022, to pay the 
following invoices, two of which were past due:16 

• A $90,956 Barra, LLC invoice that had been due for payment on June 29, 2022 

• A $27,000 PitchBook Data, Inc. invoice that had been due for payment on July 
20, 2022 

• A $14,000 Bloomberg Index Service, Ltd. Invoice due on September 5, 2022 

On January 12, 2023, after the issuance of a draft audit report that communicated 
concerns about the use of wire transfers to pay vendor invoices, the Investments 
Division wired $131,000 to pay three other past-due vendor invoices, including 
another $90,956 Barra, LLC invoice, which had been due for payment on 
December 9, 2022. ORS records show that Accounting Division staff raised the 
following concerns to the Investments Division: 

• Contracts were not in place to verify the rates in two of the three invoices. 

• The IAD had previously raised concerns about wire transfers to pay vendor 
invoices.  

The IAD did not expand the audit scope to review the circumstances of the 
January 2023 wires.  

Wires bypassed 
processes designed 
to safeguard and 
track the 
retirement funds 

The ORS's standard vendor payment process, consistent with the San José 
Municipal Code17 and ORS policy,18 requires an invoice review and approval 
process that safeguards the retirement funds from payment errors and fraud and 
ensures that the City's Financial Management System (FMS) timely and accurately 
reflect payment activities.19 For example, under the ORS's standard vendor 
payment process: 

• To reduce the risk of payment fraud, staff responsible for managing contracts 
and authorizing invoice payments cannot make the payments (e.g., a vendor 
invoice approved by the Investments Division must be authorized in FMS by 
staff in two additional, separate working groups, the ORS Accounting Division 
and the City's Finance Department). This "separation of incompatible duties" 

 
16 The audit scope included contract and payment activities associated with Barra, LLC and by extension, Verus Advisory, Inc. but not 

PitchBook Data, Inc. or Bloomberg Index Services, Ltd.  

17 See Municipal Code sections 3.28.320 and 3.36.520 for sections relevant to the Federated Plan and Police and Fire Plan, respectively. The 
Muni Code requires the ORS to use City processes under the authority of the Finance Department to pay invoices and requires that all 
payments from the "retirement fund" are to be made in the manner required for the disbursement of other public funds. 

18 ORS staff and management may refer to ORS policy number 530.1 and 510.1.  

19 Up-to-date FMS records are important to enable timely, reliable financial reports and analysis. 

https://library.municode.com/ca/san_jose/codes/code_of_ordinances
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is designed to avoid certain fraud schemes (e.g., conspiring individuals create 
a fraudulent invoice, approve its payment, and process the payment).  

• To ensure the accuracy of invoice payments and enforce contract terms (e.g., 
budgets), Accounting staff independently (i.e., separately from staff who are 
responsible for managing contracts and authorizing invoice payments) review 
and approve invoices before payment to ensure accuracy and consistency 
with contract rates, budgets, and timelines. Automated (i.e., FMS) and manual 
internal controls prevent payments that exceed authorized contract limits and 
terms that were presumably authorized by those with authority (e.g., the 
Retirement Boards). 

• To ensure that FMS, the City's financial system, is up to date and reflective 
of the payment process,19 Accounting staff enter supporting invoice 
documentation in FMS before payment is made. Accounting staff also 
separately track and update contract budgets as part of the payment process 
to ensure that there is up-to-date information on contract funds remaining or 
necessary for additional goods or services. 

• To reduce the risk of payment fraud and errors and ensure compliance with 
City payment rules, the City's Finance Department, independently from ORS 
staff, performs a final review of ORS-approved invoices and supporting 
documentation and authorizes payment in FMS. The Finance Department 
issues checks to pay vendors.20  

Moreover, there was no ORS precendent or existing ORS policies and procedures 
to use wire transfers to pay ORS vendor invoices outside of this process.21  

Investments 
Division staff stated 
that a City Clerk's 
Office process 
change led them to 
use wire transfers 

ORS records do not show that the Investments Division informed the ORS Director 
(CEO) of the use of wire transfers to pay vendor invoices in 2022 or that 
Investments requested the CEO's approval of this new payment process.22 In 
response to a CEO request for clarification in January 2023, Investments Division 
staff stated that they used wire transfers to pay "the subscriptions" because the 
City Clerk's Office would not post them on GILES (i.e., the City's records database 
website), a step that is required by the City's Finance Department to pay the 
invoices. Investments Staff stated that the City Clerk's Office has changed its 

 
20 ORS Policy 530.1 states that the City is subsequently reimbursed by the Retirement Funds for all expenses on a monthly basis.  

21 According to ORS staff, some investment manager fees are paid using wire transfers. Investment manager contracts were outside the 
audit scope. 

22 In 2023, with knowledge of the concerns identified in this report, the ORS's CEO did approve the payment of vendor payments using wire 
transfers. Due to a conflict of interest, this audit report is silent on this concern. The IAD reported concerns about the IAD's organizational 
independence and provided relevant recommendations to the Retirement Boards in a 2021 report titled "Assessment of the Internal 
Audit Division." 

https://www.sanjoseca.gov/your-government/appointees/city-clerk/search-records-giles
http://sjrs.legistar.com/gateway.aspx?M=F&ID=d4dde483-e8b6-482f-8335-98fe69ee954c.pdf
http://sjrs.legistar.com/gateway.aspx?M=F&ID=d4dde483-e8b6-482f-8335-98fe69ee954c.pdf
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process to only "post contracts." Validation and clarification of these assertions 
was beyond the IAD's authority.  

Exhibit 7 shows that the Investment Division's wire transfers were inconsistent 
with the ORS's standard payment process. 

 

Exhibit 7 
ORS Payment Standard Compared to Investments Division Wire Transfers 

Key Control (i.e., process) Responsibility Standard ORS Payment Process Investments Division Wire Transfers  
Payment Authorization 
(i.e., steps to initiate invoice 
payment. Staff who "authorize" 
should not perform accounting or 
custody functions shown below 
to avoid errors/fraud) 

Division Staff  
& CEO 
(e.g., Investments 
Division staff who 
manage 
contracts) 

Complies 
(i.e., project/contract managers who do 
not have an accounting or custody role 
request/authorize payment. Separation 
of duties reduces the risk of fraud.) 
 

Did not comply 
(i.e., Investments Division staff authorized 
and made payments using wire transfers. 
The CEO approval process was via email 
and not an effective system control that 
could prevent payment.) 

Contract & Payment Compliance 
(i.e., steps to ensure the accuracy 
of invoices and enforce contract 
terms and budgets before 
payment) 

Accounting Complies 
(i.e., Accounting staff review invoices for 
accuracy, update contract budget and 
payment records. FMS prevents 
payments that violate authorized 
contract budgets and timelines.) 

Did not comply 
(i.e., the Investments Division bypassed 
this requirement although it did inform 
Accounting in advance that it was paying 
the invoices by wire transfer. Wires 
bypassed FMS system controls that could 
effectively prevent payments that exceed 
or violate contract budgets and terms.) 

Record Keeping 
(i.e., FMS financial records, in real 
time, reflect payment activities, 
including the status of the invoice 
approval and payment process) 

Accounting  
&  
Finance 
Department 

Complies 
(i.e., Accounting staff enter invoice data 
and invoice approval records into FMS. 
The Finance Department reviews and 
approves ORS-approved invoice 
documentation. FMS, in real time, tracks 
the approval process.) 

Did not comply 
(i.e., the Investments Division bypassed 
this requirement. Instead, Accounting 
Division staff subsequently recorded the 
payments in FMS using "journal entries" 
based on bank records.) 

Custody  
(i.e., authority/ability to make 
payments. FMS should, in real 
time, show payments made) 

Finance 
Department 

Complies 
(i.e., the Finance Department, a separate 
City Department, after its review and 
approval of ORS-approved/authorized 
invoices, authorizes and processes 
vendor payments. FMS, in real time, 
shows payments.) 

Did not comply 
(i.e., the Investments Division authorized 
and made payments. Without proper 
separation of this function from the 
authorization function, an individual or 
colluding individuals in a division can 
authorize and pay a fraudulent or 
erroneous invoice.) 

Source: City and ORS policies and procedures, FMS records, Barra, LLC invoice and payment records, interviews of ORS staff 
 

Investments Division 
staff and ORS counsel 
deemed wire 
transfers necessary 
and legal 

ORS staff emails show that ORS Investments Division staff, after consulting the 
ORS's legal advisor on August 29, 2022, authorized the wire transfers because 
of the following assertions: 

• The City's Finance Department would not authorize payment using the 
City's standard payment process because the services had not been 
procured in accordance with the City's procurement rules.  

• The Retirement Boards had approved the services.  
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• The invoices were in arrears. 

• A potential cut off of the services would jeapordize the administration of 
Plan assets.   

• The services were critical to the Retirement Plans' investment programs. 

Rules and policies (i.e., criteria) required for the IAD to validate the last two 
assertions bulleted above were not available. However, it is noteworth that 
ORS records of the contracts with Barra, LLC and Verus Advisory, Inc. (e.g., staff 
reports to the Retirement Boards) did not specifically discuss whether and how 
the services were critical to the Retirement Plans' investment programs or to 
the administration of the Plans' assets. For reference, a Verus Advisory, Inc. 
work product is included in Appendix 7 (page 191).  

Reputational damage 
may negatively 
impact the ORS's 
ability to achieve its 
goals23 

ORS staff emails show that the Finance Department, in coordination with the 
City Attorney's Office, raised the following concerns to ORS Investments 
Division staff about ORS contracts with Barra, LLC and PitchBook Data, Inc.: 

• The contracts did not comply with City procurement rules. 

• The Finance Department would not authorize vendor payments without 
valid contracts. 

Reputational damage, which includes negative internal ORS and City staff 
perceptions of the ORS's commitment to City rules, may damage ORS staff's 
ability to efficiently work with other City departments. Past IAD audit reports 
show that key ORS business processes require significant coordination with 
other City departments.24  

From an external perspective, late invoice payments, especially for important 
services, raise the risk of operational and reputational damage (e.g., a vendor 
may stop providing business-critical services and may avoid future business 
with a client that does not pay on time). Negative views held by other external 
stakeholders, such as the ORS's financial auditor, actuary, and retirees may also 
damage the ORS's ability to efficiently meet business objectives (e.g., to 
achieve a "clean" or unqualified financial auditor's opinion regarding the ORS's 
publicly issued financial statements). 

 

 
23 Exhibit 2, shown earlier in this report, is also relevant to this section. It shows that the Finance Department issued a reprimand letter to 

the ORS for violating the City's procurement rules and that the ORS's CEO, on June 7, 2021, committed to abiding the rules. 

24 See past IAD reports on enrolling plan members, terminating plan members, and administering plan member contributions to fund the 
City’s pension plans and pay future retiree benefits. 

http://sjrs.legistar.com/gateway.aspx?M=F&ID=63be6e8a-48d1-41c1-ae98-351c0a31d9d1.pdf
http://sjrs.legistar.com/gateway.aspx?M=F&ID=7b24d3b5-0390-41a8-ad7d-17582a5f1740.pdf
http://sjrs.legistar.com/gateway.aspx?M=F&ID=8dd26d09-7043-4e12-bbde-8e95e7df822a.pdf
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Compliance with 
payment rules was  
not prioritized 

The Investments Division and the ORS's outside counsel did not consult with 
key ORS stakeholders (i.e., the ORS's Accounting Manager, Chief Operating 
Officer, and Chief Executive Officer) regarding options to ensure compliance 
with ORS and City procurement and payment rules prior to making the 
September 2022 wire transfers. Moreover, as previously discussed, there were 
additional wire transfers to pay vendor invoices in January 2023. The 
compliance concerns raised by the Finance Department should have, but did 
not, lead to efforts by ORS senior management to engage the Finance 
Department to determine how to either comply with the existing ORS and City 
rules or to determine an acceptable, alternative payment method that meets 
the standard of care. Standards for internal control (i.e., processes designed to 
achieve business objectives) in government state that management should 
monitor the effectiveness of existing processes and remediate process 
deficiencies in a timely manner.25 

The ORS did not 
have a Retirement 
Board-approved 
contract to pay a 
$91,000 Barra, LLC 
invoice 

When the ORS's Retirement Board-authorized contract with Barra, LLC expired 
on June 1, 2022,26 the Investments Division did not have an authorized contract 
to pay a $90,956 Barra, LLC invoice for services from June 2, 2022, through June 
1, 2023. A January 2022 ORS Accounting Division email27 to the Investments 
Division had warned that existing existing Barra, LLC contract funds had been 
mostly depleted and were insufficient to pay the anticipated May 2022 invoice. 
Steps were not taken, however, to timely authorize and renew the contract. 
According to ORS Investments Division staff, the Barra, LLC contract had "auto 
renew" terms; however, the Retirement Boards had not authorized such 
contract terms. The use or inclusion of auto renew terms in contract documents 
(i.e., in the boilerplate clauses of the contract) that are not specifically 
authorized by the Retirement Boards undermine their authority and 
responsibility to actively control the budgets and horizons of the ORS's 
contracts. Moreover, under California Law,28 contracts must be interpreted 
based on the intent of the parties "at the time of contracting" [emphasis added] 
and also with consideration of other related contracts, such as the the 
overarching Verus Advisory, Inc. discussed below, that had also expired in June 
2022 without any such auto renew terms. 

 
25 See U.S. Government Accountability Office, “Standards for Internal Control in the Federal Government,” Washington, D.C., 2014, p. 64, 

available at http://www.gao.gov/products/GAO-14-704G. 

26 In 2020, the Retirement Boards authorized Investments Division staff to extend the term of an existing contract with Barra, LLC for two 
years. The Boards also authorized an additional $300,000 in contract expenditures. Staff used the authority to extend the term of the 
existing Barra, LLC contract to June 1, 2022. 

27 To help ensure invoices can be timely paid and to avoid business disruptions, ORS Accounting staff track contract funds and invoice 
payments and notify ORS managers when contract funds are nearly depleted and/or when contracts near expiration. 

28 See California Civil Code § 1636 and § 1640. 

http://www.gao.gov/products/GAO-14-704G
https://leginfo.legislature.ca.gov/faces/home.xhtml


Audit: Contracts 21 
 

 

An associated 
contract with Verus 
Advisory Inc., had 
also expired, with 
work in progress 

The contract with Barra, LLC was mandated under the terms of an overarching 
contract with Verus Advisory, Inc. that had also expired in June 2022.29 As of 
September 2022, the ORS was still doing business with Verus Advisory, Inc. 
without a valid contract. Without the required approvals from the Retirement 
Boards, the Investments Division signed an agreement, effective September 15, 
2022, to extend the Verus Advisory, Inc. contract, which had expired back in 
June 2022, to June 30, 2023.  

It is noteworthy that a prior ORS prior contract with Verus Advisory, Inc. had 
expired on January 31, 2020, despite ongoing work. It was not until May 2020 
that the Retirement Boards retroactively authorized ORS staff to exend that 
contract. 

Investments Division 
memorandums 
requesting contract 
authorization 
omitted important 
information  

In April 2023, the Investments Division presented memorandums to the 
Retirement Boards to request that they authorize extensions of the Verus 
Advisory, Inc. and Barra, LLC contracts for an additional year. The 
memorandums stated that in June 2020, the Retirement Boards approved 
retaining Verus Advisory, Inc., on a two-year contract with an additional one-
year option to extend, which was exercised "as of July 1, 2022." The 
memorandums omitted the following important information: 

• The Verus Adivsory, Inc. contract had, in fact, expired on June 30, 2022, and 
it was not until September 2022 that the Investments Division, albeit 
without the required authority (see Appendix 1), extended the contract. 

• the Investments Division had exercised the "option to extend" the Verus 
Advisory, Inc. contract in September 2022 without the required 
authorization from the Retirement Boards. The use of the of the passive 
voice30 in the memorandum avoided this important disclosure (see 
Appendix 1, including the referenced supporting documents). 

Moreover, the memorandums, which in April 2023 requested that the Boards 
authorize the renewal of the Barra, LLC contract for one year, did not disclose 
the following information: 

• When the prior Retirement Board-authorized term for the Barra, LLC 
contract had ended on June 1, 2022 (see Appendix 1), there was no timely 
renewal effort, and the Investments Division paid for Barra, LLC services 
subsequent to June 1, 2022, using wire transfers, as previously discussed in 
this report.  

 
29 The Verus Advisory, Inc. contract did not have the boilerplate "auto renew" terms that were in the Barra, LLC contract. It was beyond the 

audit scope to determine whether and how the Barra, LLC contract is of use to the ORS without the Verus Advisory, Inc. contract. 

30 The passive voice is a verb form that often conceals the subject of a sentence. 
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• The Investment Division's requests in April 2023 for Retirement Board 
"action to renew the risk data service agreement with Barra LLC for one 
year for an amount not-to-exceed $96,000" conflicted with the Investment 
Division's own perspective (i.e., when asked about ongoing Barra, LLC 
services and payment to Barra, LLC after the June 1, 2022, effective 
contract end date) that the contract had auto renew terms. 

Appendix 1 provides, for additional context, a timeline of the actions of the 
Retirement Boards and the Investments Division that relate to the contracts 
with Barra, LLC and Verus Advisory, Inc. 

ORS policy requires 
Retirement Board 
authorization to 
spend over $50,000 
under a vendor 
contract 

ORS policy requires that the Retirement Boards approve any contracts that 
would result in a cumulative contract value with a single vendor in excess of 
$50,000 over two consecutive fiscal years.31 In addition, ORS policy number 
640.5 requires that the Investments Division: 

• Notify the Retirement Boards when staff plan to negotiate with vendors 
whose contracts are expiring approximately six months prior to expiration. 

• Based on records of the vendor's performance, recommend to the 
appropriate committee or Retirement Board, whether to extend or 
terminate the contract three months prior to the expiration date. 

ORS policy requires a 
database of contracts 
and expiration dates 
 

The ORS does not have a reliable and complete database of existing contracts 
and their expiration dates, as required by ORS policy number 640.1. Such a 
database could enable the ORS to monitor existing contracts and timely renew 
them, when necessary. ORS staff keep limited contract information in 
electronic folders. The Orange County Employees Retirement System (OCERS), 
an ORS benchmark agency, uses an online vendor and contract management 
system to track and manage contracts effectively and efficiently (see Finding 
4). 

City policy requires 
records of authorized 
contract terms and 
amounts in FMS  

Despite ongoing services provided by Barra, LLC and Verus Advisory, Inc., as of 
September 2022, the City's Financial Management System (FMS) did not reflect 
valid, electronic contract records as required by City policy. To ensure that 
authorized contract funds are available to pay invoices, the City's encumbrance 
policy requires that City departments record the terms of authorized contracts 
(i.e., start and end dates), authorized contract amounts, and any authorized 
amendments (e.g., changes to the contract term or amount) in FMS. As 
discussed in Finding 4, reliable contract data is required to efficiently and 
effectively manage contracting risks and opportunities. 

 
31 See "Policy Regarding Roles in Vendor Selection" under board governance & polices for the Federated and Police and Fire Plans on the 

ORS website. 
 

https://www.sanjoseca.gov/home/showpublisheddocument/17887/637039676257800000
https://www.sanjoseca.gov/home/showpublisheddocument/17887/637039676257800000
https://www.sjretirement.com/
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Auto renewing 
(“evergreen”) 
contracts are not a 
best practice 
 

San José procurement rules and existing ORS policies and procedures do not 
specifically prohibit the use of auto renewing or “evergreen” contracts (i.e., 
contracts without an obligatory expiration date). According to Investments 
Division staff, evergreen terms are used routinely in the ORS's investment 
manager contracts, which were outside the audit scope. Finance Department 
staff have provided the following general guidelines to City staff: 

• Contract terms should generally be limited to five years; however, there 
may be legitimate reasons for long-term contracts. 

• Assuming the same services are still required, there should be a public, 
competitive process after five years to award a new contract. 

ORS Benchmark retirement agencies have procurement policies and 
procedures that mandate maximum contract terms. For example: 

• Los Angeles County Employees Retirement Association (LACERA) 
procurement policies and procedures state, “Contracts shall be limited to a 
maximum of five (5) consecutive years with an optional extension of up to 
an additional two (2) years, with approval by the Chief Executive Officer or 
designee.” A December 10, 2021, LACERA staff memorandum specifically 
stated, “Month-to-month evergreen contracts are not a best practice.” 

• Orange County Employees Retirement System (OCERS) procurement 
policies and procedures (see Appendix 2) state that the term of a contract 
will not exceed six years. OCERS staff confirmed that regardless of contract 
type (e.g., information technology, equipment, services), after six years, 
there must be a new procurement process and when warranted, a 
competitive vendor selection process. Investment manager contracts are 
not addressed in the procedures. 

Contracts do not 
show approval "as to 
form" by an attorney 

According to ORS Investments Division staff, the ORS's investment counsel 
prepares or reviews contracts prior to execution, but there is no formal process 
to do this or to define the purpose of the review (e.g., to ensure that ORS 
contracts conform to City and ORS procurement rules, to ensure that contracts 
reflect the authorization granted by the Retirement Boards). ORS Investments 
Division staff did not have records showing that investment counsel reviewed 
or prepared the Barra, LLC contract documents. Staff did have emails showing 
that investment counsel reviewed a 2020 contract with Verus Advisory, Inc.; 
however, the correspondence does not show what the purpose of the review 
was. San José Municipal Code section 4.04.060 states, "All contracts which are 
required to be in writing shall be approved as to form by the city attorney prior 

https://library.municode.com/ca/san_jose/codes/code_of_ordinances
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to execution by the city."32 An attorney's review can help ensure that contract 
terms are consistent within a given contract document and between related 
contracts, when required. An attorney's review can also help ensure that actual 
procurement practices are compliant with procurement rules (i.e., official 
contracts include up-to-date terms that reflect the organization's procurement 
rules and policies, including its social policies).  

The ORS did not have 
oversight records or 
performance 
measures for 
contracts with Barra, 
LLC or Verus Advisory, 
Inc. 

The ORS did not have contract oversight records, vendor performance 
standards, or performance measurements to show that Barra, LLC and Verus 
Advisory, Inc. met their contractual obligations or that they met any particular 
performance requirement during their initial, three-year contract terms. In 
2020, the Retirement Boards authorized contracts and contract 
amendendments with Barra, LLC and Verus Advisory, Inc. without specific, 
documented vendor performance information. Moreover, the following 
specific information requested by the IAD pertaining to the Barra, LLC contract 
was not readily available: 

• Reports on utilization or useage of the services. The ORS contract specificed 
that there would be a process to provide and receive data. ORS staff did not 
have documentation of the process or data but did explain how it was used. 
If available, utilization reports could help demonstrate the value received 
under the contract. 

• Records of the assignment and use of the five user licenses. The Barra, LLC 
contract stated that the Barra products (i.e., software and data products 
listed in the contract) may be accessed and used only by five specific, 
named users. The contract did not show the names of the users and 
information was not available to show how the ORS used the licenses or 
whether five licenses were required. 

• Records of the invoice approval process. Investments Division staff approve 
and forward invoices to the ORS Accounting Division for payment but do 
not keep invoice records or use a predefined process to demonstrate that 
invoices were consistent with contract terms prior to approval. ORS 
Accounting Division staff do review invoices prior to payment to ensure that 
billing rates are consistent with contract terms and that invoice totals are 
accurate. However, Accounting’s process does not document or ensure 
vendors' compliance with other key contractual obligations and 
performance standards that often require technical expertise to assess. 
Subject matter expertise is often required to provide sufficient vendor 
oversight and appropriately authorize payments. 

 
32 A May 15, 2015, memorandum from the San José City Attorney stated, "With the adoption of Measure G in the November 2014 election, 

the Retirement Boards have the authority to appoint and direct their own attorneys..." The ORS contracts for outside legal services. 
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ORS Policy requires 
vendor performance 
reviews 

ORS policy number 640.5 states, "The Retirement Department shall review the 
performance of the vendors who provide services related to the administration 
of the retirement plans prior [emphasis added] to renegotiating agreements 
and amendments between the Boards and vendors." The policy assigns the 
following responsibilities to the Investments Division: 

• Determine appropriate measurements for each vendor. During the first 
year, review measurements to determine appropriateness and value 
added. Modify the measurements as necessary. 

• Develop a rating form for each type of vendor. 

• Make notes during the term of the agreement of any issues and comments 
relating to the performance of the vendor. Keep notes in the appropriate 
vendor file. 

• Report the vendor review results to the appropriate committee or Board 
with a recommendation to extend the contract or to terminate the vendor 
three months prior to the expiration date. 

San José vendor 
management 
guidelines require 
oversight of vendors 

San José has vendor management guidelines (see Appendix 3) that require City 
staff to "set and expect standards of performance for the vendor," including 
measurable key performance indicators. The guidelines also require staff to 
"actively monitor the contract and conduct periodic performance assessments 
of the vendor." 

 The OCERS, an ORS benchmark agency, requires documented performance 
reviews of all vendors with contracts over $100,000 at least once ever three 
years to determine if they are meeting their contractual obligations. 

ORS staff have 
conflicting views on 
the ORS’s 
procurement 
requirements 

Some ORS staff stated that the City's procurement rules apply to the ORS. 
Others, citing the ORS's independence from the City under Measure G,33 stated 
that the ORS is not required but may choose to use the City's procurement 
rules. Regardless, there was no apparent process to ensure compliance with 
either existing ORS procurement policies and procedures or San José 
procurement rules. ORS policy 640.1 states that the ORS's contracts "shall be 
processed for consideration and action by the Board in accordance with 
applicable provisions in Chapter 4.04, 3.24, and 3.28, San Jose Municipal Code 
or as recommended by the City Attorney." There are no specific ORS 
procurement rules to clarify whether Measure G eliminated or modified the 
requirement to comply with San José’s procurement rules. As discussed in the 
Background section of this report, the IAD believes that the audit criteria 

 
33 San José voters passed Measure G, which was on the November 4, 2014, election ballot, allowing for the creation of "one or more 

retirement boards with specified authority, including hiring an at-will chief executive."  
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referenced in this report reflect the standard of care for procurement and 
payment, which is mandated for the ORS under the California Constitution. 

ORS policies and 
procedures are not 
sufficiently used  

A 2022 ORS Internal Staff Survey report showed that in general, ORS policies 
and procedures were not sufficiently in use, with 14 (39 percent) of 36 
respondents indicating that they almost never refer to the ORS’s formal, 
written policies and procedures. Updated, official policies and procedures are 
needed to ensure that ORS executive management is informed, responsible, 
and accountable for business processes and that there are clearly assigned 
roles and responsibilities among ORS business units to achieve the ORS’s 
objectives. 

ORS procurement 
policies have not 
been updated or 
signed-off by senior 
management in over 
20 years 

The ORS has internal procurement policies and procedures that are over 20 
years old and have not been signed-off by senior management or updated to 
either reflect existing San José procurement rules or any other rules or best 
practices. The Retirement Boards’ Charters34 for the ORS Director (CEO) state: 
“The CEO shall develop and approve all necessary operating procedures to 
guide staff and vendors in implementing board policy or direction.” ORS policy 
number 810.1, titled "Policy and Procedure Maintenance," requires that the 
ORS regularly (i.e., at least annually) update its policies and procedures manual, 
date the revisions, and obtain the director's signature to authorize the 
revisions.  

The ORS has not 
specifically assigned 
procurement 
responsibility to staff 

Existing ORS procurement policies assign procurement activities mostly to 
Investments Division staff and payment-related activities to the Accounting 
Division. In practice, there is no designated staff position that is responsible for 
ensuring compliance with ORS or San José procurement rules. In contrast, the 
OCERS, a benchmark retirement agency, has a specific "contracts, risk & 
performance administrator" position whose job description includes: 

• Creatively and systematically planning, developing, implementing and 
monitoring contracts. 

• Identifying and implementing contract management and contract 
administration best practices 

• Leading the development of Requests For Proposal (RFPs) and other 
procurement processes including the preparation and management of all 
aspects of soliciting bids/proposals, evaluating the provider responses, and 
provider selections. 

 
34 The “Charter” documents can be found on the ORS website. 

http://sjrs.legistar.com/gateway.aspx?M=F&ID=147a4ae2-04dc-4533-8899-90bc925224e9.pdf
http://sjrs.legistar.com/gateway.aspx?M=F&ID=211d248b-f151-450d-8227-0fb25f9bf87f.pdf
https://www.sjretirement.com/
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A designated procurement point of contact at the ORS can help design and 
maintain up-to-date procurement policies and procedures and help coordinate 
and manage the ORS’s procurement activities. 

Standards for policies 
and procedures 

"Control Activities" is one of five components of an effective internal control 
system.35 Standards for internal control require that management: 

• Design policies, procedures, techniques, and mechanisms to achieve 
organizational objectives and address related risks.  

• Document in policies for each unit its responsibility for an operational 
process’s objectives and related risks, and control activity design, 
implementation, and operating effectiveness. 

• Communicate to personnel the policies and procedures so that personnel 
can implement the control activities for their assigned responsibilities. 

• Define and assign roles and responsibilities and delegate authority to 
achieve organizational objectives. 

 

Recommendations To ensure that the ORS complies with the City's vendor payment and applicable 
contracting rules, the IAD recommends that ORS management: 

 1.1 In coordination with the ORS's legal counsel and the City's Finance 
Department, identify and memorialize (e.g., in a policy) the procurement 
rules that the ORS is required to follow.  

1.2 After implementing Recommendation 1.1, review and update all existing, 
outdated ORS procurement policies in accordance with policy number 
810.1 titled "Policy and Procedure Maintenance." The update should 
include guidance on the permissible uses of "evergreen" terms, if any, and 
taking steps to ensure that contract terms are valid, consistent, and aligned 
with applicable contracting rules (e.g., use a check list, mandate an 
attorney's review of contracts "as to form"). Communicate the updated 
policies to all ORS staff with contracting or vendor payment responsibilities.  

 
35 Internal control is the system of processes that an entity’s oversight body, management, and other personnel implement to provide 

reasonable assurance that the organization will achieve its operational, reporting, and compliance objectives. The five components are 
control environment, risk assessment, control activities, information and communication, and monitoring. See U.S. Government 
Accountability Office, “Standards for Internal Control in the Federal Government,” Washington, D.C., 2014, P. 9, available at 
http://www.gao.gov/products/GAO-14-704G. 

http://www.gao.gov/products/GAO-14-704G
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1.3 Communicate existing and ORS "governance" policies that define the roles 
and responsibilities for authorizing contracts (i.e., the Federated and Police 
and Fire Plan policies titled "Policy Regarding Roles in Vendor Selection") 
to ORS staff who have contracting or vendor payment responsibilities. 
Highlight in the communication the requirements for Retirement Board 
approval (e.g., "Board approval is also required for any contracts that 
would result in a cumulative contract value with a single vendor in excess 
of $50,000 over two consecutive fiscal years"). 

1.4 Assign overall responsibility for procurement oversight to an ORS staff 
position. Provide necessary training to the staff member to meet the new 
job responsibilities. Update the list of official job duties for the position to 
include: 

• Serving as an internal point of contact for procurement at the ORS.  

• Training ORS staff on procurement rules. 

• Serving to coordinate ORS procurement activities with the ORS's legal 
counsel and the Finance Department. 

• Ensuring compliance with applicable procurement rules and policies 
and procedures.  

• Administering the ORS's procurement processes to ensure that the ORS 
has complete, reliable, and useful data to manage its contracts and 
comply with applicable ORS and City procurement and payment rules. 

• Monitoring procurement and payment activities to identify and address 
instances where ORS procurement activities do not comply with 
applicable ORS and City rules (e.g., vendor payments without contracts, 
vendor payments that violated payment rules, contract documents that 
do not include required terms, contract duration and maximum 
expenditure terms that are inconsistent with Retirement Board 
authorizations, contracts without vendor performance metrics, 
contracts renewed without reference to vendor performance metrics). 
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Finding 2 The ORS paid an insurance broker without a competitive vendor 
selection process or a contract to define the scope of services. 

Summary From July 1, 2015, through June 30, 2022, the ORS paid about $2.65 million to 
vendor Risk Strategies Company, an insurance broker, without a public, 
competitive vendor selection process or a contract to define the scope of services 
and to protect the ORS's business interests. Ongoing, annual payments to Risk 
Strategies Company increased from $329,000 in FY 2016 to $447,000 in FY 2022, 
a 36 percent increase.  

The ORS paid $2.65 
million36 to Risk 
Strategies Company 
without a contract 

From July 1, 2015, through June 30, 2022, the ORS paid about $2.65 million to 
vendor Risk Strategies Company, an insurance broker, without a legally 
enforceable services agreement (i.e., contract) to meet the following key 
objectives:37 

• To specify roles and responsibilities of the insurance broker, such as providing 
guidance on selecting insurance coverage and handling claims. 

• To ensure that all broker compensation components (e.g., client-paid fees, 
commissions, insurance company-paid fees) are disclosed by the broker at 
the time it submits insurance policy proposals so that its economic incentive 
to recommend a proposal is clear. 

• To establish liability for the insurance broker if circumstances show that the 
broker’s advice resulted in obtaining inadequate or unsuitable insurance. 

• To ensure that the broker has sufficient errors and omissions insurance to 
pay a malpractice claim. 

• To specify the roles and responsibilities of the ORS in selecting insurance 
coverage and handling claims (e.g., the ORS uses a risk assessment process to 
identify its vulnerabilities and makes a risk-based decision regarding the types 
and levels of coverage, such as cyber liability insurance, that may be 
required). 

Up until the start of this audit, the ORS did not recognize the need to contract 
with an insurance broker given that the primary objective was to purchase 
insurance policies. As of this writing, ORS management believes that a 
competitive vendor selection process should be used to contract with an 
insurance broker for the ORS. 

 
36 This figure includes payments to Risk Strategies Company dating back to FY 2016. It does not include payments to prior insurance brokers 

(e.g., MacCorkle, which was acquired by Risk Strategies Company in 2015) that may also have been made without a contract.  

37 Harkham, Finley T. “Contracts With Insurance Brokers: Do’s and Don’ts.” Anderson Kill, 2015. Accessed July 6, 2022. 

https://www.andersonkill.com/Custom/PublicationPDF/PublicationID_1283_Contracts-With-Insurance-Brokers-Dos-and-Donts.pdf
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San José rules and 
regulations require 
contracts to pay 
vendors 

San José Municipal Code section 4.04.060 states that all contracts, except for  
authorized purchases through use of a city credit card, having a maximum value 
of $500 shall be in writing.38 To meet their fiduciary responsibilities (i.e., to ensure 
that legally binding agreements consistent with agency rules are used to procure 
goods and services), governmental agencies, including benchmark pension 
systems (see Appendix 2), have rules, regulations, policies, and procedures that 
require contracts when anticipated payments to a single vendor or anticipated 
payments for a type of service or product (e.g., office supplies) exceed a 
predefined amount over a period of time.  

ORS processes do 
not prevent vendor 
payments without a 
contract 
 

According to ORS Accounting Division staff, the City's Finance Department will 
approve and pay ORS vendor invoices if ORS staff enter invoices in the City's 
Financial Management System (FMS) and provide documentation in FMS of ORS 
staff's preliminary invoice review and approval process. It was beyond the IAD's 
authority to determine why Finance Department processes and FMS allowed 
payments to Risk Management Company without a contract. 

The ORS paid Risk 
Strategies Company 
without a public, 
competitive vendor 
selection process 

The ORS used Risk Strategies Company's services without a public, competitive 
vendor selection process to meet the following objectives: 

• To select the most qualified and cost-effective insurance broker that best 
meets the ORS's business needs. 

• To inspire public confidence that ORS contracts are awarded equitably and 
economically, without favoritism. 

The ORS did not have a valid, documented reason (i.e., a "sole source exemption") 
to show that there was a reason to bypass the City's competition requirements. 
The IAD could not reliably determine whether the ORS could have saved money 
or obtained better services had it selected a different insurance broker.  

 Exhibit 10 shows the $2.65 million in ORS payments to Risk Strategies Company 
by Fiscal Year and Retirement Plan, from July 2015 through June 2022.39 During 
this period, total payments (i.e., for both the Federated and Police and Fire Plan) 
increased from about $329,000 in FY 2016 to $447,000 in FY 2022, a 36 percent 
increase.  

 

 
38 Current City of San José procurement training materials, summarized in Exhibit 3, show that contracts are required for services that cost 

over $1,000. 

39 This amount includes both compensation to Risk Strategies Company and the value of the insurance policies. Although insurance policy 
documents showed "commission" percentages that appear to indicate compensation retained by Risk Strategies Company and not paid 
to the insurance companies, the ORS did not have a contract to ensure that all broker compensation components were disclosed. 

https://library.municode.com/ca/san_jose/codes/code_of_ordinances
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Exhibit 10 
ORS Payments to Risk Strategies Company 

 
Source: City of San José Financial Management (FMS) System Records from July 1, 2015, through June 30, 2022 

 

San José rules require 
competition to select 
the City's vendors 

San José Municipal Code section 4.12.210 states that the City, where 
"practicable,"40 shall engage in competitive procurement, and that competitive 
procurement, such as a Request for Proposal (RFP) process, shall be used for 
purchases of services with an estimated value of more than $130,000 (effective 
July 1, 2019). To meet their fiduciary responsibilities (i.e., to obtain the best 
possible value for necessary goods and services, within legal boundaries), 
governmental agencies, including benchmark pension systems (see Appendix 
2), have rules, regulations, policies and procedures that require a public, 
competitive procurement process, or a well-supported exemption, when 
anticipated vendor spend exceeds a predefined threshold.  

Benchmark agencies 
used a competitive 
process to select their 
insurance brokers  
 

Benchmark retirement systems performed due diligence in procuring and 
contracting for insurance broker services. For example, the Orange County 
Employees Retirement System (OCERS) issued a Request for Proposal (RFP) for 
Insurance Broker Services in March 2022. The 12-page, public solicitation 
document included the following key sections: 

• Required scope of services (e.g., review and evaluate risks relevant to the 
OCERS that can be insured against, including cyber liability and employment 
practices liability; design and develop custom insurance plans; 
recommend/present plans to the Retirement Board; market approved 

 
40 San José Municipal Code section 4.12.215 states that the City is not required to engage in competitive procurement for emergency, public 

agency, sole source, or unique services purchases. For unique services, Muni Code Section 4.12.235 requires written determination of 
the basis for the procurement. 
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plans to qualified insurance providers, advise the OCERS on risk 
management and insurance matters) 

• Minimum qualifications (e.g., the proposing firm must have experience 
procuring insurance and providing services to defined public and/or private 
pension plans with at least $10 billion in assets) 

• Point of contact for the RFP (e.g., the OCERS contracts, risk & performance 
administrator) 

• An RFP schedule (e.g., RFP Release date, finalist selection date, award date) 

• Evaluation criteria for the RFP (e.g., pricing and value, information provided 
by references, experience and reputation of the respondent) 

Oversight of insurance 
broker services is 
needed to realize 
expected benefits 
 

Except for the insurance policies that the ORS paid for, the ORS does not have 
records of the services or the quality of the services that Risk Strategies 
Company provided. According to ORS staff, Risk Strategies Company annually 
sends insurance applications to the ORS, solicits quotes from insurance 
companies, and provides insurance proposals for the ORS to review and 
approve. San José vendor management guidelines (see Appendix 3) require City 
staff to "set and expect standards of performance for the vendor," including 
measurable key performance indicators. The guidelines also require staff to 
"actively monitor the contract and conduct periodic performance assessments 
of the vendor." ORS policies and procedures require that the ORS supervise and 
direct all vendors on a regular basis. The OCERS, an ORS benchmark agency, 
requires performance reviews of all vendors with contracts over $100,000, at 
least once every three years, to determine if they are performing their 
contractual obligations (see Appendix 2).  

Invoices did not 
identify services 
provided by Risk 
Strategies Company 

ORS staff notifications to the Federated and Police and Fire Plan trustees stated, 
"Staff worked with the insurance broker to obtain the lowest rates available 
that will provide the coverage needed."41 However, available ORS 
documentation, mostly limited to Risk Strategies Company invoices and the 
ORS's insurance policies, did not show these services. The FY 2022 policy 
documents did show that there were "commissions" that ranged from 14 
percent to 17.5 percent included in the fees payable to Risk Strategies Company 
but did not specify the purpose of the commissions.42  

 

 
41 According to ORS Accounting Division staff, the memo should have stated, "Staff worked with the insurance broker, who obtained the 

lowest rates available that will provide the coverage needed." 

42 Commissions may not include insurance company payments that reward a broker for generating business. 
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The ORS paid invoice 
amounts that were 
greater than original 
insurance policy 
quotes  

In March 2022, Risk Strategies Company provided insurance policy documents 
that showed premiums totaling $444,504 for the ORS. However, Risk Strategies 
Company invoiced the ORS, and the ORS paid $444,879, an overage of $375. 
ORS staff did not notice this discrepancy and approved the payment due to 
human error. According to Risk Strategies Company, the insurance carriers had 
erroneously omitted certain charges, and although the ORS was not informed 
in advance, Risk Strategies Company billed the ORS the corrected (i.e., 
increased) amounts based on corrected invoices from the insurance carriers.  

The ORS does not have 
a risk assessment 
process to inform its 
insurance strategy 

ORS does not have a formal process to periodically identify and assess business 
risks (e.g., cyber risk – high, fire risk – high),43 existing controls to manage the 
risks (e.g., intrusion prevention software, sprinkler system), and the specific 
type and level of insurance required, based on ORS management's risk 
tolerance, to protect against the residual risks. According to ORS staff, when 
necessary, the ORS's legal counsel reviews coverage; however, the process is 
not documented. For comparison, OCERS senior management and legal staff, in 
coordination with the OCERS’ insurance broker, regularly identify organizational 
risks and review and periodically adjust the OCERS’ types and levels of insurance 
coverage. 

The ORS did not 
consider purchasing 
cyber liability 
insurance 

The ORS's insurance policies did not include at least one key area of coverage: 
cyber liability insurance to cover the costs of damage44 from external (e.g., 
caused by an outside hacker) or internal (e.g., caused by staff) security breaches 
of its information systems (e.g., cyber extortion threats, theft or destruction of 
sensitive or mission-critical data). The ORS relies heavily on information 
technology and stores significant amounts of mission-critical and sensitive 
information both on local computer systems and on cloud-based (i.e., remote, 
third-party managed) applications and servers. The OCERS considers cyber 
liability insurance and earthquake insurance, another type of coverage that the 
ORS does not have, to be essential types of coverage. 

The ORS may have 
been covered under 
the City's insurance 
policies 
 
 

According to the City's current risk manager, the City has insurance policies that 
cover all City departments and their employees for various risks, including 
cyber, flood, and fire. However, the policies are confidential and are apparently 
not subject to disclosure, even to the ORS. Without knowledge of the City's 
specific insurance policies and levels of coverage, the ORS cannot effectively 
determine what types and levels of additional insurance, if any, it needs to 

 
43 The "Monitoring and Reporting Policy" of the Retirement Plans requires that ORS staff prepare an annual "operational risk assessment" 

report for the audit committee that identifies and assesses key risks and exposures (e.g., cash flow, personnel, information technology). 
This has not been done. 

44 Depending on coverage, cyber liability insurance may cover costs for investigative services, data recovery, identity theft, legal fees, public 
relations management, etc. 
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purchase. Moreover, without this knowledge, the ORS risks purchasing costly 
insurance that is redundant. 

Recommendations To ensure that the ORS protects its business interests in procuring insurance 
policies, the IAD recommends that ORS management:45 

 2.1 In compliance with ORS policy and the City's procurement rules, use a 
public, competitive vendor selection process to select and contract with an 
insurance broker. 

2.2 Create and communicate, as appropriate, a risk management policy that 
includes the following components: 

• A list of stakeholders (e.g., the Retirement Boards, ORS senior 
management, legal counsel, the insurance broker) who should have 
roles and responsibilities for identifying and addressing (i.e., managing) 
the ORS's business risks. 

• A defined process to periodically identify and document the ORS's 
business risks, whether to mitigate or accept those risks, and if 
applicable, the specific mitigation strategy (e.g., by procuring 
insurance). 

• A step to obtain details about the types and levels of Citywide insurance 
coverage that apply to the ORS. 

• A step to document the required types and levels of insurance coverage 
that the ORS needs to purchase beyond what is already provided by the 
City. 

  

 
45 Recommendations in Finding 1 address the need to update and communicate the ORS's procurement and vendor payment policies. 

Those recommendations are also applicable to this finding but are not restated. 
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Finding 3 The delayed purchase of ORS laptops in 2020 caused security 
vulnerabilities and raised operational risks. 

Summary At the start of the COVID pandemic, in 2020, the ORS took eight months to 
purchase laptops for staff using a process that was administered by the City of 
San José IT Department instead of using the City's expedited, emergency 
procurement process. Laptop distribution was not completed until October 18, 
2022, resulting in security vulnerabilities and operational risks. The ORS did not 
have records showing that it received the exact laptops and associated 
equipment (e.g., docking stations) that were ordered in good working condition.  

An eight-month 
laptop purchase 
process risked 
operations and 
security  

Due to the COVID pandemic and work-from-home mandate starting March 17, 
2020, ORS staff, who mostly used larger desktop computers that were not meant 
to be portable, were required to work from home using their personal computers, 
networks, and connections to the internet. San José Financial Management System 
(FMS) records show that about eight months later, on November 19, 2020, the ORS 
entered a $69,916 contract46 to procure 38 laptops and associated accessories 
from the vendor “Technology Integration Group” for ORS staff who had been 
working from home. Exhibit 11 summarizes the eight-month timeline. 

 

 

Exhibit 11 
Timeline: ORS’s laptop purchase (prompted by the 2020 “work-from-home” mandate) 

 
• 3/17/2020  

ORS staff required to 
work from home. ORS 
staff without work-issued 
laptops instructed to use 
personal computers. 

 
               

• 7/17/2020 
ORS IT staff inform Central IT of laptop 
procurement requirement. Multiple 
emails (through 9/16/20) discuss the 
purchase justification, quantity, 
specifications, accessories, timing,  
and pricing. 
 

• 8/19/2020 
ORS IT staff email to Central IT states:  
 

"Please update me on what’s going on 
because I feel completely ‘in the dark’ 
right now.” 
 
 

• 9/14/2020 
Central  IT informs ORS IT  
staff that they have received 
“a shipment” of laptops. 
 

• 9/16/2020 
ORS  IT accepts proposed pricing 
for laptops and asks Central IT to 
“process the order.” 
 
 

 

11/19/2020 
ORS Pays $69,916 for 
38 laptops, docking 
stations, and laptop 
bags. 
 
11/23/2020 
ORS begins deploying 
laptops to staff.  
 
Note: Use of 
personal computers 
ended on October 
18, 2022. 

 

 

 

Sources:   Email correspondence between ORS IT and City of San José IT Department (Central IT) staff, FMS records, ORS 2020 Internal Staff Survey 

 
46 Specifically, FMS shows that this was an “Open Purchase Order,” which is defined by the City’s “Encumbrance Policy” as a type of contract 

recorded in FMS by the Finance Department to meet ongoing procurement requirements. 

March April May June July August September October November

9/16/20 through 11/19/20      
2 months pass from order 
acceptance to payment. 

 

3/17/20 through 7/16/20 
4 months  pass without a       
procurement plan. 

3/17/2020 to 11/19/2020: 8 months to procure work laptops 

https://www.sanjoseca.gov/home/showpublisheddocument/17887/637039676257800000#:%7E:text=Encumbrance%3A%20Estimated%20amount%20of%20expenses,FMS%3A%20City's%20Financial%20Management%20System.
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Work-issued laptops 
were necessary to 
avoid security 
vulnerabilities 

From March 17, 2020, through November 2020, ORS staff used personally-
owned computing devices (e.g., personally-owned laptops, smartphones, 
tablets) to access sensitive and confidential information in PensionGold and ORS 
shared drives without the protection of mandatory, preconfigured City of San 
José information security controls (e.g., strong passwords, encryption, antivirus 
software) to prevent security breaches.  

The IAD provided a confidential memorandum dated December 22, 2020, to 
ORS management regarding security concerns related to the use of staff’s 
personal computers and provided recommendations to mitigate the residual 
security vulnerabilities. Additional information regarding the memorandum is 
not provided in this report to prevent the disclosure of sensitive information 
and organizational vulnerabilities, in compliance with Government Auditing 
Standards sections 9.61 to 9.67. 

ORS staff viewed the 
delay in receiving 
work laptops as a 
work obstacle 

In the IAD’s 2020 Internal Staff Survey, only 50 percent47 of surveyed staff stated 
that they had sufficient information technology equipment and resources to do 
their work remotely during the pandemic. In written comments, ORS staff raised 
concerns about the requirement to use personal equipment, including cell 
phones and computers, because work-issued laptops were not available during 
the COVID pandemic, until November 2020.48 Aside from security controls, 
computers that access work-related data and information systems should have: 

• Any necessary work-related software (i.e., the software is installed). 

• Computing speeds and storage levels that are consistent with job and 
software requirements. 

The ORS did not have 
a process to expedite 
laptop purchases 

San José Municipal Code section 4.12.220 states that in case of a public 
emergency, the "procurement authority"49 may purchase supplies, materials, or 
equipment without a competitive procurement process and that it may use the 
"emergency reserve fund." Existing ORS policies and procedures do not, 
however, include guidance on implementing this section of the Municipal Code 
or provide an alternative method for emergency purchases (i.e., purchases of 
mission-critical goods or services during an emergency).  

ORS records, including email correspondence between ORS IT Division and City 
of San José IT Department (Central IT), staff raise the following specific concerns: 

 
47 In the IAD's 2021 and 2022 Internal Staff Surveys, this figure was 96 percent and 86 percent, respectively. 

48 ORS management did not have specific records of when laptops were provided to ORS staff. Based on comments from ORS staff and the 
payment date for the laptops, issuance started on or after November 23, 2020, and may not have been completed until March 2021. 

49 The Municipal Code defines "procurement authority" as any person who has been duly authorized to procure a contract for the City of 
San José. 

https://library.municode.com/ca/san_jose/codes/code_of_ordinances
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• The procurement of laptops was not initiated in a timely manner. ORS staff  
initiated the procurement process on July 17, 2020, about four months after 
the start of the work-from-home mandate. One benchmark agency (OCERS) 
reported that it placed an order for 25 laptops on March 18, 2020 (one day 
after the March 17, 2020, work-from-home mandate) and that it received 
most of the laptops and accessories by April. 

• There was no procurement plan. ORS staff committed to purchasing laptops 
through Central IT. ORS emails do not show that there was a decision-making 
process to explore procurement alternatives to timely procure the laptops 
with the required specifications at the best possible price. 

• Over two months of unstructured email communications with Central IT 
did not communicate the urgent need for laptops. From July 17, 2020, 
through September 16, 2020, there were multiple ORS emails, some copied 
to several City staff members, seeking to clarify the procurement process. 
The emails did not discuss the urgent need for laptops (i.e., that the laptops 
were essential to ensure business continuity and information security). One 
ORS staff email to Central IT on August 18, 2020, stated, "Please update me 
on what’s going on because I feel completely ‘in the dark’ right now.” 

Records of laptops 
received were not 
maintained 

Laptops are high value items that are subject to theft, loss, and breakage. The 
ORS did not have records showing that it received the exact laptops and 
associated equipment (e.g., docking stations) that were ordered in good 
working condition. Inventory and asset management procedures were beyond 
the audit scope. Likewise, an investigation to determine the current disposition 
of the laptops and associated equipment was beyond the audit scope. 

Recommendations To ensure that the ORS is prepared to making emergency purchases, the IAD 
recommends that ORS management:50 

 3.1 Update existing ORS procurement policies and procedures to acknowledge 
and implement San José Municipal Code section 4.12.220, which allows for 
expedited, emergency procurement. Communicate the update to staff with 
procurement roles and responsibilities. 

3.2 Take an inventory of the laptops and associated equipment that the ORS 
purchased in 2020 to determine whether the procured laptops were 
received, as ordered. Follow up, as necessary, with the IT Department to 
ensure that the ORS received what was ordered and paid for. 

 
50 Recommendations in Finding 1 discuss the need to update and communicate the ORS's procurement and vendor policies. Those 

recommendations are also applicable to this finding but are not restated. 

https://library.municode.com/ca/san_jose/codes/code_of_ordinances
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Finding 4 The ORS does not have monitoring processes and reliable data to 
comprehensively manage vendor payment and contracting risks.  

Summary The ORS does not have monitoring processes to identify and manage some 
contracting risks and to ensure compliance with applicable City and ORS rules 
and policies. Vendor spend and contract data available in the City of San José’s 
Financial Management (FMS) System and the ORS's internal, manually created 
contract spreadsheets do not provide real-time and reliable (i.e., complete and 
accurate) data that are needed to monitor all ORS contracts, manage 
procurement risks and opportunities, and comply with contracting policies. The 
ORS may benefit from using a dedicated contract management system. 

ORS processes do not 
identify and manage 
key contract risks  
 

The ORS does not have monitoring processes or reliable (i.e., complete and 
accurate) reports to efficiently manage contract risks, such as: 

• Vendor payments without a contract51 or before a contract is in effect. The 
ORS does not have a process to identify and prevent payments without a 
contract, when required (also see Findings 1 and 2). Moreover, the ORS does 
not record all contracts in FMS and some existing FMS data, such as contract 
end dates, are not available in FMS reports to use in analysis (see below 
discussion). 

• Vendors that do not meet service expectations or contractual obligations. 
The ORS does not formally assess vendor performance and neither FMS nor 
internal ORS spreadsheets are designed to record vendor performance data 
(also see Findings 1 - 3). 

• Bypass of mandated competitive vendor selection requirements or misuse of 
"sole source" exemptions (see Findings 1 and 2). The ORS does not have a 
process to record and analyze the method of contract award for its contracts 
and ensure compliance with relevant City rules. 

• Long-standing vendor relationships.52 Although the data is available to 
assess long-standing vendor relationships, there is no process to identify 
and manage this risk. The risk assessment phase of this audit (see 
Background) showed that the ORS has long-term relationships with multiple 
vendors. 

 
 

 
51 Governmental agencies, including OCERS, monitor vendor spend to ensure contracts are in place when total vendor spend or spend on 

a category of goods and/or services exceeds certain thresholds. 

52 Long-term vendors may become “major stakeholders” in City processes and become selected for the same work year after year. The 
value of their services may diminish over time as they develop close relationships with City staff, become embedded in City processes, 
and diminish the opportunity for fair and open competition to other vendors. See the City Auditor's report. 

https://www.sanjoseca.gov/Home/ShowDocument?id=33780
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Process standards 
require the use of 
quality information 
to meet objectives 
and address risks 

Standards for internal control in government (i.e., processes designed to 
achieve business objectives) state that management should:53  

• Design information systems to timely obtain and process necessary 
information to meet operational objectives and respond to risks.  

• Evaluate the reliability of data sources and use quality information to 
achieve business objectives. 

ORS contract data in 
San José's Financial 
Management System 
(FMS) and internal 
spreadsheets are 
incomplete 

The ORS does not have reliable (i.e., complete and accurate) data and 
automated54 reports to manage contract risks. Although the ORS had contracts 
with 9 (90 percent) of 10 vendors selected for review in this audit, FMS data did 
not show contract data for 6 (60 percent) of the 10 vendors (see Background 
section of this report). All but 1 of the 6 were investment manager contracts, 
which will be within the scope of the IAD's next audit.55 Where contract data do 
exist, FMS reports available to staff for analysis do not provide access to all of 
the data (e.g., contract end date), requiring staff to manually look up the 
information in FMS. Reliable and real-time FMS data and reports are needed to 
efficiently monitor contract and vendor payment risks (e.g., soon to expire 
contracts). Moreover, in FMS, when a contract's budgeted amount is depleted, 
the data that does exist in FMS (i.e., contract start, contract end, contract 
amount) will no longer be available in real-time FMS reports required to 
retrospectively assess contract and payment risks (e.g., payments after contract 
expiration, vendor payments exceeding contract budgets).56 

City policy requires 
that contracts be 
recorded in FMS 

The City's encumbrance policy requires that City staff enter contract data, 
including description, contract term (i.e., start and end dates), and budget in 
FMS. Contract data are identified in FMS using a numbering system that 
uniquely identifies each City contract and contract type (e.g., "AC27671"). 
According to ORS staff, the ORS is exempt from creating encumbrances for some 
contracts (e.g., investment manager contracts). This exemption is based on an 
informal, undocumented understanding between the City's Finance 
Department and the ORS. This exemption, however, results in incomplete 
contract data in FMS for the ORS. 

 
53 See U.S. Government Accountability Office, “Standards for Internal Control in the Federal Government,” Washington, D.C., 2014, P. 51 

and 59-60, available at http://www.gao.gov/products/GAO-14-704G. 

54 Automated reporting processes are preferable to labor-intensive, error-prone manual processes to compile data and create reports.  

55 Finding 2 shows that the ORS did not, in fact, have a contract with its insurance broker, Risk Strategies Company. This finding does not 
include the concern that the ORS did not have a valid contract with Barra, LLC after May 31, 2002 (see Finding 1).  

56 Although not available in real-time, automated reports, users can manually look up this information, by contract, in FMS. 

https://www.sanjoseca.gov/home/showpublisheddocument/17887/637039676257800000
http://www.gao.gov/products/GAO-14-704G
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 Exhibit 12 shows that in FMS, $33.7 million (61 percent) of $55.3 million in ORS 
vendor spend from July 1, 2018, through May 31, 2022, was not associated with 
any type of contract, and that of the $33.7 million, $30.8 million (91 percent) 
was associated with Investments Division activities. The false conclusion that 
most of the ORS's vendor spend is not associated with contracts results from 
the incomplete contract data in FMS. 

 

 

Contract award 
method and vendor 
performance data 
are not recorded 

The ORS's contract data in FMS and internal ORS contract spreadsheets do not 
include data on the method of contract award (e.g., sole source, competitive 
solicitation) or vendor performance (e.g., exceeds expectations for service 
timeliness). According to ORS Accounting staff, the ORS does provide the City 
information on the method of award for its contracts; however, the data is not 
internally recorded or used for any purpose (e.g., to ensure compliance with the 
City's competition rules).  

 

Exhibit 12 
Total ORS Vendor Spend (FY 2018 – FY 2022) by Contract Type & Division* 

 

 
Sources:  City of San José  Financial Management System (FMS) Records from July 1, 2018, through May 31, 2022 

  *  Division (e.g., “Investments”) is based on the IAD’s summary of "Charge Codes" included in vendor expense records. 
^ “Contract Type” is based on FMS “Purchase Order” data associated with vendor expenses and associated definitions in the City’s 

“Encumbrance Policy,” which states the following: 1) Encumbrances are estimated contract expenses 2) Contract encumbrances are 
created by departments to purchase goods and services 3) Open purchase order encumbrances are created by the Finance Department 
and used to meet ongoing procurement requirements 4) Purchase order encumbrances are created by the Finance Department for one-
time purchases of goods and services 
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There is no standard 
for organizing and 
storing ORS contract 
documents 

ORS staff in different divisions store contract documents and related 
information (e.g., contract award records) in various electronic folders. There is 
no ORS policy or standard to ensure that the contents and organization of these 
folders are consistent. Some contract and contract-related documents 
requested for this audit were not readily available and required that ORS staff 
take time to research and find the information. 

ORS procurement 
policies require a 
reliable system 

The ORS does not have a contract file management system or a database to 
comply with ORS Policy 640.5, which requires that Investments Division staff: 

• Prepare a profile on each vendor and keep [it] on file. Add a new profile 
each time a new vendor is hired. 

• Determine appropriate measurements for each vendor. During the first 
year, review measurements to determine appropriateness and value 
added. Modify the measurements as necessary. 

• Develop a rating form for each type of vendor (investment manager, 
custodian bank, real estate manager, etc.) 

• Make notes during the term of the agreement of any issues and comments 
relating to the performance of the vendor. Keep notes in the appropriate 
vendor file. 

ORS Accounting staff 
manually create a 
report to identify 
expiring contracts 

ORS Policy 640.1 requires that Investments Division staff to "Maintain a 
database of existing contracts and keep track of when they are due to expire."  
The Investments Division does not do this. However, quarterly, ORS Accounting 
Division staff manually compile FMS contract data57 into a "master contract list" 
to comprehensively identify ORS contracts nearing expiration and to ensure 
sufficient funds are available in FMS to pay future invoices. There is no policy or 
procedure to specifically define the purpose of this report and to ensure that 
the underlying methodology is consistent and repeatable over time (i.e., with 
turnover of staff). The master contract list, while useful, does not provide all 
information that is necessary before renewing a contract (e.g., vendor 
performance data, total vendor spend). Ideally, contract management reports 
should be automated, in real time, and provide flexibility to select and view 
relevant and available contract information. 

 

 

 
57 Some of the data are from a manually filtered, automated FMS report while other data are manually looked up in FMS and other 

sources (e.g., the contract document). 
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Administrative 
Division staff 
manually create a 
report to process 
some contracts 

On an ongoing basis, ORS Administrative Division manually compile ORS 
contract data, except for Investments Division contract data, into a spreadsheet 
to ensure that existing ORS contracts are properly authorized and filed with the 
City Clerk's Office. However, the spreadsheet does not have real-time data (e.g., 
vendor spend to date) and was not designed as a contract management tool; 
the data that are stored are not standardized and cannot be used for analysis or 
reporting (e.g., amounts are entered as text, not numeric values that can be 
sorted; dates are inconsistently formatted; uniquely identifying vendor 
numbers are not included).  

A benchmark agency 
uses a system to 
comprehensively 
manage its contracts  

The Orange County Employees Retirement System (OCERS), an ORS benchmark 
agency, uses an online vendor and contract management system to store 
contract documents, store contract data, and monitor and manage contract 
risks. The system and its data, which support reporting and analysis needs, is 
being used by the OCERS to meet the following specific OCERS requirements: 

• Recording contract data consistently (e.g., contract number, contract term, 
contract effective date, competitive vendor selection requirement, vendor 
type, contract description, contract signature date, status) 

• Identifying contracts that are expiring 

• Identifying expiring insurance certificates 

• Identifying vendors that need performance reviews 

• Administering vendor performance reviews (e.g., developing questionnaires 
and routing them to contract managers to complete within the system) 

• Tracking vendors by overall performance score 

• Storing contracts and contract-related documents (i.e., a PDF version of the 
actual contract document is stored and accessible in the system) 

• Identifying key contacts (e.g., business contact, program manager, analyst) 

• Classifying vendors by type (e.g., outside counsel, third party service 
provider) and criticality (e.g., extremely critical). 

• Alerting staff that a new competitive vendor selection (i.e., RFP) process is 
needed nine months prior to contract expiration if vendor spend is greater 
than $100,000 a year or the vendor is a "Named Service Provider" (i.e., there 
is direct oversight provided by OCERS's Board). In addition, the OCERS uses 
Microsoft SharePoint to manage its competitive vendor selection (e.g., RFP) 
process and store and organize relevant documents.  
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Recommendations To ensure that the ORS has sufficient, reliable contract data and reports to 
manage its contracts, the IAD recommends that ORS management: 

 4.1 After identifying, updating, and communicating the ORS's procurement 
mandates (i.e., after implementing Recommendations 1.1 through 1.4), in 
coordination with all ORS staff with contracting and vendor payment roles 
and responsibilities: 

• Identify and list the ORS's minimum contract compliance and risk 
management mandates that should be periodically monitored. 

• Identify and list contract and vendor payment best practices that are 
relevant and of high priority to the ORS. This list should be informed by 
widely available, industry standard practices to analyze and report 
contract and vendor payment data. 

• Identify and list contract and vendor payment data and reports that are 
required to manage the ORS's contract and vendor payment risks, as 
identified in the first two bullets above. This list should include data and 
reports that may not yet exist (e.g., vendor performance management 
data). 

4.2 After implementing Recommendation 4.1, in coordination with the City's 
Finance Department and IT Department, explore opportunities to obtain the 
data and reports that are needed to meet the ORS's contract and vendor 
payment objectives. Implementing this recommendation should include the 
following steps: 

• Determining whether data that is needed but does not yet exist in FMS 
can be supported and recorded in FMS (e.g., method of contract award, 
vendor performance metrics). 

• Ensuring that FMS includes all ORS contracts, including investment 
manager contracts.  

• Ensuring that FMS reports provide the ORS access to all existing FMS 
contract data, including contract end date, regardless of the status of 
each contract. 

• Ensuring that FMS reports provide ORS staff access to the information  
(i.e., generate the reports) using parameters that allow the user to 
readily filter out non-ORS data and to define the reporting period (i.e., 
the user should not be limited to reporting on one fiscal year). 
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4.3 After implementing Recommendation 4.2, in coordination with ORS staff 
with contracting and vendor payment roles and responsibilities, identify 
vendor and contract file management (i.e., storing contract documents) and 
data requirements (e.g., recording vendor performance data) that cannot be 
met using FMS. Explore and implement alternative systems to meet those 
needs, such as: 

• An internally created system (e.g., using SharePoint) to manage the 
ORS's contract data and documents that cannot be stored in FMS. 

• Purchase and implementation of a third-party, online vendor and 
contract management system. 
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APPENDIX 1 –Timeline for Contracts with Barra, LLC (Barra) & Verus Advisory, Inc. (Verus) 
Notes:  
A) The referenced documents (see the far right "Reference" column) are provided in Appendix 7.  
B) Retirement Board actions are shown in green. ORS staff actions are shown are in black. 
C) The Federated Plan is abbreviated as "FED" and the Police and Fire Plan is abbreviated as "PF" in the "Reference" column. 
D) For conciseness, Investment Committee actions are not shown. 
E) The arrows show, where applicable and properly implemented, the sequence of procurement activities. 
F) The IAD obtained the referenced Investments Division memorandums and Retirement Board minutes from the ORS’s online, “Legistar” 

meeting and legislation portal. Referenced contract files were obtained from the City's online records database (i.e., “GILES”). 

Year Month Actions of the Retirement Boards and the Investments Division Reference  
2016 Dec. The Investments Division completed an RFP (i.e., contract solicitation) process and recommended 

that the Retirement Boards authorize a 3-year, not-to-exceed $1.4 million contract with Verus for 
risk advisory services, "paired with the Barra MSCI risk analytics system" (i.e., a separate contract 
with Barra), with two additional 1-year options (i.e., options for the Retirement Boards to authorize 
contract extensions). 

Comments: The Barra contract was required under the Verus contract (see page 94) 

Staff Memos: 
• FED (P. 73) 
• PF (P. 76)  

 
 
 

2017 Jan.  The Retirement Boards authorized a 3-year, not-to-exceed $1.4 million contract with Verus, 
"paired with the Barra MSCI risk analytics system" (i.e., a separate contract with Barra), with two 
1-year options, as recommended by Investments Division staff. 

Minutes: 
• FED (P. 80) 
• PF (P.83) 

Mar.  The ORS Director/Chief Executive Officer (CEO), on behalf of the Retirement Boards, awarded a 3-
year, $885,000 contract to Verus, from 2/1/2017 to 1/31/2020, for "risk advisory services." 

Comments: This overarching contract, which required  that the Boards enter a contract with Barra 
for the "MSCI BarraOne analytical toolset," had a term that was consistent with authorization from 
the Boards (see above row). There was no "auto renew" clause. 

Verus Contract 
(P.84) 
 

Jun. The CEO, on behalf of the Boards, awarded a 3-year, $420,000 contract to Barra, commencing on 
6/2/2017. 

Comments: The referenced Barra contract file and its attachments include multiple, conflicting 
start and end dates, including "auto renew" terms in the boilerplate section (P. 101). However, 
based on the term of the overarching Verus contract (see above rows), the Retirement Board-
authorized term for the Barra contract, and the specific "Order Form for BARRAONE" contract page 
(P. 107), which takes precedence over the boilerplate terms, the Barra contract end date was, in 
effect, 6/1/2020. Moreover, as confirmation of this assertion, a July 2020 Investments Division 
memorandum also reflected 6/1/2020 as the end date for this contract (P. 171). 

Barra Contract 
(P. 98) 
 

2020 Apr.  
& 
May 

The Investments Division recommended that the Boards authorize an extension of the 2/1/2017 
Verus contract, which had expired on 1/31/2020, on a month-to-month basis through 9/30/2020. 
The not-to-exceed amounts for the extensions were $100,000 for the Federated Plan and $100,000 
for the Police and Fire Plan. 

Staff Memos: 
• FED (P. 134) 
• PF (P. 135) 

May The Federated and the Police and Fire Boards each authorized an 8-month, not-to-exceed $100,000 
extension of the 2/1/2017 Verus contract through 9/30/2020. 

Comments: The Boards were approving an extension of a Verus contract that had expired several 
months prior, on 1/31/2020. The retroactive extension was not implemented (i.e., signed by the 
CEO, on behalf of the Boards, and Verus) until JULY 2020 (P. 151). 

 

 

Minutes: 
• FED (P. 138) 
• PF (P. 140-141) 

 
 

 

**See the July 2020 row (i.e., the third row) on the next page. 

https://sjrs.legistar.com/Legislation.aspx
https://sjrs.legistar.com/Legislation.aspx
https://www.sanjoseca.gov/your-government/appointees/city-clerk/search-records-giles
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Year Month Actions of the Retirement Boards and the Investments Division Reference  
2020 Jun. The Investments Division completed an RFP process and recommended that the Boards authorize 

a 2-year, not-to-exceed $500,000 contract with Verus ("split 50/50" between the Federated and 
Police and Fire Plans), with an additional 1-year option, for "risk consulting services." 

Staff Memos: 
• PF (P. 142) 
• FED (P. 144) 

Jun. The Boards authorized a 2-year, not-to-exceed $500,000 contract with Verus ("split 50/50" 
between the Federated and Police and Fire Plans). 

Minutes: 
• FED (P. 148) 
• PF (P. 150) 

Jul.  The ORS Chief Investment Officer (CIO), on behalf of the Boards, awarded an 8-month, $200,000 
contract extension with Verus, from 2/1/2020 to 9/30/2020, for "risk advisory services."  

Comments: The Boards had authorized this extension back in May 2020, for the Verus contract 
that had expired months prior, on 1/31/2020. 

Verus Extension 
2020 (P. 151) 

Jul. The CIO, on behalf of the Boards, awarded a 2-year, $500,000 contract with Verus, from 7/1/2020 
to 6/30/2022, for "consulting and risk advisory services." 

Comments: This overarching contract, which required  that the Boards enter a contract with Barra 
for the "MSCI BarraOne analytical toolset", had a specific, contract term consistent with 
authorization from the Boards. There was no "auto renew" clause. This Verus contract expired 
6/30/2022 and although it had an option to extend, the Boards did not authorize the option.  

Verus Contract, 
through 6/30/22 
(P. 155) 

Jul.  The Investments Division recommended that the Boards approve a 2-year extension of the contract 
with Barra, for a not-to-exceed amount of $330,000, through 6/1/2022, with the fee being "shared 
between the two plans." 

Comments: The memorandum, which recommended a "2-year" term extension for the Barra 
contracted stated, "The renewal of Barra's agreement will coincide with the terms of Verus's 
agreement." The corresponding, overarching Verus contract had an end date of 6/30/2022 (P. 155). 
This confirms that the Barra contract, as authorized by the Boards, had an effective end date of 
6/1/2022. Moreover, there was no mention of "auto renew" terms in the memorandum provided 
to the Boards. See Finding 1 in the Audit Report. 

Staff memo re: 
Barra (P. 171) 

Aug.  The Boards authorized a 2-year, not-to-exceed $330,000 extension of the 6/2/2017 Barra contract, 
with the fees shared "50/50" between the Federated and Police and Fire Plans. The effective, new 
authorized end date for the Barra contract was June 1, 2022. See above row for details. 

Minutes: 
• FED (P. 173) 
• PF (P. 175) 

Sep. The CIO, as authorized by the Retirement Boards, exercised an option to extend the Barra 
agreement through 6/1/2022, with an addition of $330,000 to the not-to-exceed contract budget 
(i.e., a total not-to-exceed budget of $750,000 for the extended contract). 

Comments: The contract amendment shows, in accordance with the Retirement Boards' 
authorization and corresponding to the overarching Verus contract's terms, that the Barra contract 
was valid to 6/1/2022. This agreement states that the “City of San Jose” is exercising the extension. 

Barra contract 
extension 2020 
(P. 176) 

2022 Sep. On 9/15/22, the CIO, without the required authorization of the Retirement Boards, entered (on 
behalf of the Boards) a 1-year, $250,000 contract amendment to extend the term of the Verus 
contract, which had expired on 6/30/2022, to 6/30/2023. 

Comments: The Investments Division did not have the required authority to extend the Verus 
contract, which had expired several months prior, in June 2022. Moreover, it did not notify the 
Boards of the extension. In addition, the Verus contract required a valid Barra contract. The Barra 
contract had been authorized by the Boards through 6/1/2022 and there was no authorized 
renewal or extension of the Barra contract to correspond to this unauthorized extension of the 
Verus contract. See Finding 1 in the Audit Report. 

Verus Extension 
2022 (P. 180) 
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Year Month Actions of the Retirement Boards and the Investments Division Reference  
Note: ORS policy requires that the Retirement Boards approve any contracts that would result in a 
cumulative contract value with a single vendor in excess of $50,000 over two consecutive fiscal 
years. 

2023 Mar. 
& 
Apr. 

The Investments Division recommended that the Federated and Police and Fire Retirement Boards 
each authorize a 1-year, not-to-exceed $125,000 renewal of the Verus contract which was "due to 
expire on June 30, 2023" and that they each authorize a 1-year, not-to-exceed $96,000 renewal of 
the Barra contract. See Finding 1 in the Audit Report. 

Comments: 

• The memorandums stated, as "background," that previously, the Verus contract had been 
extended "as of July 1." As shown in the row above, the Verus contract had, in fact, expired on 
6/30/2022, and it was not until September 2022 that the Investments Division, albeit without 
the required authorization from the Retirement Boards, extended the contract. 

• The memorandums, by use of the passive voice,58 did not disclose that the Investments 
Division had exercised the "option to extend" the Verus contract in September 2022 without 
the required authority.  

• The memorandums, which in April 2023 requested that the Boards authorize the renewal of 
the Barra contract for one year, did not disclose the following: 

o When the prior Retirement Board-authorized term for the Barra contract had ended on 
6/1/2022, there was no timely renewal effort and the Investments Division paid for Barra, 
LLC services after 6/1/2022 by using wire transfers and not through the standard, 
authorized City and ORS payment process. 

o The Investment Division's requests in April 2023 for Retirement Board "action to renew 
the risk data service agreement with Barra LLC for one year for an amount not-to-exceed 
$96,000" conflicted with the Investment Division's perspective (i.e., when asked about 
ongoing Barra, LLC services and payment to Barra, LLC after the 6/1/2022 effective 
contract end date) that the Barra contract had "auto renew" terms. 

PF Staff Memo re: 
Verus and Barra 
extensions (P. 187) 
 
FED Staff Memo re: 
Verus and Barra 
extensions (P. 189) 
 
 

 
  

 
58 The passive voice is a verb form that often conceals the subject of a sentence. 
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APPENDIX 2 – OCERS Procurement and Contracting Policy 
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APPENDIX 3 – City of San José Vendor Management Guidelines 
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APPENDIX 4 – ORS Management's Response and Perspective on the Audit Findings* 

ORS Management believes that the Report serves an important function as a catalyst to encourage the 
Plans to better define their rights and obligations, policies and procedures, and to establish effective 
internal mechanisms for the procurement, monitoring, risk management and compliance of the Plans' 
contracting with vendors. Management agrees that this project should be considered a priority 
component of the Retirement Boards' business plans for FY 2023-24. Where relevant we have identified 
actions that can be taken as a response to the audit report and the time by which such actions can be 
completed.  

We wish to note some general, overarching issues the Report raises:  

1. The Report underscores the apparent absence of clarity over the legal roles and responsibilities of 
the City (including the Council, officers, and counsel) on the one hand, and those of the Retirement 
Plans (including their Boards, officers, delegated ORS staff and counsel). In Management's view, the 
Report mistakenly describes the authority of various City officers, and the Plans' obligation to comply 
with City policies and practices. The Report assumes without foundation that the City has certain 
discretionary authority over the Plans' contracting with vendors, not recognizing that with reference 
to the Plans' contracting and payment processes, the City's role is purely ministerial.  

2. The Report confuses ORS' role and responsibilities, and treats it as a City Department carrying out 
the work of the City. The Report fails to acknowledge that ORS only acts upon delegated authority of 
the Boards of Retirement, to accomplish the work of the Plans, not of the City. It is unique in this 
manner from every other City department. ORS has no administrative policies or procedures other 
than those necessary to accomplish its delegated assignments.  

3. The Report confuses historical practices that ORS may have followed with its legal obligations, per 
the direction of the Retirement Boards. That ORS followed certain City protocols in practice in the 
past does not bind the Plans to follow those protocols in the future.  

If you have any questions please do not hesitate to reach out to Roberto Pena or Prabhu Palani, on whose 
behalf this Management Response has been issued.   

 
Prabhu Palani, CFA 
Chief Investment Officer  
Police & Fire Department Retirement Plan 
Federated City Employees' Retirement System 
City of San Jose 
1737 N 1st Street, 6th Floor 
San Jose, CA 95112 
[REDACTED] 
  

① 

* See Internal 
Audit’s Response 

(Appendix 5) 

② 

③ 
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APPENDIX 5 – Internal Audit’s Comments Regarding ORS Management’s Response 

The table below provides the Internal Audit Division’s perspective on selected sections of ORS 
Management’s response to the audit report. The reference numbers in the far left column correspond 
to the numbers shown in the margin of ORS Management’s Response (see Appendix 4).  
 

Ref. # ORS Management’s Response ORS Internal Audit Division’s Comments 
① 

 
• “In Management's view, the Report 

mistakenly describes the authority of 
various City officers, and the Plans' 
obligation to comply with City policies 
and practices.” 

• “The Report assumes without foundation 
that the City has certain discretionary 
authority over the Plans' contracting with 
vendors, not recognizing that with 
reference to the Plans' contracting and 
payment processes, the City's role is 
purely ministerial.” 

San José’s Municipal Code, consistent with existing ORS policies, 
requires that the ORS use City processes under the authority of the 
City’s Finance Director (i.e., the “custodian”) to pay invoices. The 
Muni Code states:59   

• “…the city director of finance is the custodian of the retirement 
fund, [emphasis added] subject to the exclusive control of the 
board as to administration and investment.”60 

• “All payments from the [retirement] fund shall be made in the 
manner required for the disbursement of other public funds, 
[emphasis added] but only upon authorization of the board.” 

• “All payments from the [retirement] fund shall be made by the 
city director of finance [emphasis added] upon demands made 
by the retirement board.” 

Exhibit 2 (see page 6) shows an example of a Finance Department 
reprimand to the ORS’s Director (CEO) for violating the City’s 
procurement policies and the CEO’s response committing to the 
policies. 
The following excerpts from San José’s City Charter show that the 
ORS is subject to the City’s budget, procurement, and payment 
rules: 

• “Each retirement board shall annually adopt a budget approved 
by the City Council [emphasis added].”  

• “Each department, officer or agency to or for which an 
appropriation has thus been made shall be deemed authorized 
to use the money so appropriated, subject to the supervision 
and direction of the City Manager [emphasis added] and subject 
to such other restrictions as are elsewhere set forth in this 
Charter or are imposed by the Council. “ 

• “No officer, department or agency of the City, during any 
budget year, shall expend or incur any obligation to expend 
money for any class or category of expenditure not authorized 
by or in excess of the amounts appropriated by the Council, or 
in excess of any allotments made by the City Manager 
[emphasis added].” 

 
59 See Municipal Code sections 3.28.320 and 3.36.520 for sections relevant to the Federated Plan and Police and Fire Plan, respectively. 
60 In practice, the Federated and Police and Fire "Retirement Fund" are each subdivided into multiple funds to enable the ORS to meet 

various tracking and administrative requirements. 

https://library.municode.com/ca/san_jose/codes/code_of_ordinances?nodeId=TIT2AD_CH2.04CIDE_PT31DERESE_2.04.3100ES
https://www.sanjoseca.gov/your-government/appointees/city-clerk/city-charter
https://library.municode.com/ca/san_jose/codes/code_of_ordinances
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Ref. # ORS Management’s Response ORS Internal Audit Division’s Comments 
• “…the powers and duties of the Director of Finance shall be as 

follows:…(c) Maintain a general accounting system for the City; 
and supervise and control disbursements and expenditures to 
assure that unexhausted and unencumbered appropriations 
exist therefor or that payment has been otherwise legally 
authorized [emphasis added].” 

② • “The Report confuses ORS' role and 
responsibilities, and treats it as a City 
Department carrying out the work of the 
City.” 

• San José Municipal Code Section 2.04.3100 establishes the 
“Department [emphasis added] of Retirement Services.”  

• San José City Charter Section 1500 states, “…the City Council 
[emphasis added] shall provide, by ordinance or ordinances, for 
the creation, establishment and maintenance of a retirement 
plan or plans for all officers and employees of the City [emphasis 
added].” 

• “The Report fails to acknowledge that 
ORS only acts upon delegated authority 
of the Boards of Retirement, to 
accomplish the work of the Plans, not of 
the City.” 

• The report section titled “Contracting Authority” (see page 7) 
shows the responsibility of the Retirement Boards for plan 
assets and administration and discusses the basis for the 
selection of audit criteria.  

• The stated mission61 of the Office of Retirement Services is to 
“Provide quality services in the delivery of pension and related 
benefits [emphasis added] and maintain financially sound 
pension plans.” 

• “It is unique in this manner from every 
other City department. ORS has no 
administrative policies or procedures 
other than those necessary to accomplish 
its delegated assignments.” 

• The Retirement Boards’ Charters62 for the ORS Director (CEO) 
state: “The CEO shall develop and approve all necessary 
operating procedures to guide staff and vendors in 
implementing board policy or direction.” Finding 1 (see page 
26) states that ORS procurement policies and procedures have 
not been updated or signed off by senior management in over 
20 years.  

• Internal Audit used ORS management’s own policies and 
procedures as criteria wherever possible. Those policies, 
though outdated, were generally consistent with the City’s 
procurement and payment rules. ORS management did not 
provide either valid, alternative criteria to use in this audit or a 
valid basis for rejecting the criteria used in this report. 

  

 

 

 

 
61 This is a segment from San José’s “2022 – 2023 Adopted Operating Budget” document available on the City website. 
62 The “Charter” documents can be found on the ORS website. 

https://library.municode.com/ca/san_jose/codes/code_of_ordinances?nodeId=TIT2AD_CH2.04CIDE_PT31DERESE_2.04.3100ES
https://www.sanjoseca.gov/your-government/appointees/city-clerk/city-charter
https://www.sanjoseca.gov/home/showpublisheddocument/91593/638029941507600000
https://www.sanjoseca.gov/your-government/departments-offices/office-of-the-city-manager/budget/budget-documents/2022-2023-budget-documents/2022-2023-adopted-operating-budget
https://www.sjretirement.com/
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Ref. # ORS Management’s Response ORS Internal Audit Division’s Comments 
③ • “The Report confuses historical practices 

that ORS may have followed with its legal 
obligations, per the direction of the 
Retirement Boards.” 

• Together with audit criteria that are based on rules, regulations, 
policies, and procedures; historical and benchmark agency 
practices provide context to the discussion on internal controls 
and aberrations. The wire transfers that violated ORS and City 
payment rules and bypassed payment safeguards (see Finding 
1, starting on page 15) constitute an aberration from ORS 
payment and procurement procedures and internal controls 
(e.g., segregation of duties) that are otherwise consistent with 
the “standard of care.”  

• In a publication titled “MANAGEMENT OVERRIDE OF INTERNAL 
CONTROL: The Achilles’ Heel of Fraud Prevention,” the 
American Institute of Certified Internal Auditors (AICPA) states, 
“Because management is primarily responsible for the design, 
implementation, and maintenance of internal control, the 
entity is always exposed to the danger of management override 
of controls, whether the entity is publicly held, private, not-for-
profit, or governmental.” 

 
 

https://us.aicpa.org/content/dam/aicpa/forthepublic/auditcommitteeeffectiveness/downloadabledocuments/achilles_heel.pdf
https://us.aicpa.org/content/dam/aicpa/forthepublic/auditcommitteeeffectiveness/downloadabledocuments/achilles_heel.pdf
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APPENDIX 6 – ORS Management’s Response to the Audit Recommendations 

ORS management has agreed to take the following actions in response to the audit recommendations in this report. The IAD will report progress on 
implementation of these audit recommendations annually, until all recommendations have been implemented or dropped (i.e., if management 
disagrees with the recommendation and assumes the risk of taking no action). 

Recommendation Agree, Partially Agree, or Do Not Agree and Target 
Date and Corrective Action Plan 

Status 

1.1 In coordination with the ORS's legal counsel and the City's 
Finance Department, identify and memorialize (e.g., in a 
policy) the procurement rules that the ORS is required to 
follow.  

Responsible Division: ORS Management 
Target Date: 6/30/2024 
Concurrence: Partially Agree 
Action Plan:  
Determine relevant authorities of City and Retirement 
Plans and Boards-delegated staff at ORS, and develop 
appropriate policies. 

 

1.2 After implementing Recommendation 1.1, review and 
update all existing, outdated ORS procurement policies in 
accordance with policy number 810.1 titled "Policy and 
Procedure Maintenance." The update should include 
guidance on the permissible uses of "evergreen" terms, if 
any, and taking steps to ensure that contract terms are valid, 
consistent, and aligned with applicable contracting rules 
(e.g., use a check list, mandate an attorney's review of 
contracts "as to form"). Communicate the updated policies 
to all ORS staff with contracting or vendor payment 
responsibilities.  

Responsible Division: ORS Management 
Concurrence: Agree 
Target Date: 6/30/2024 
Action Plan:   

Evaluate and revise existing ORS procurement policies as 
it relates to Investment Division. 
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Recommendation Agree, Partially Agree, or Do Not Agree and Target 
Date and Corrective Action Plan 

Status 

1.3 Communicate existing and ORS "governance" policies that 
define the roles and responsibilities for authorizing contracts 
(i.e., the Federated and Police and Fire Plan policies titled 
"Policy Regarding Roles in Vendor Selection") to ORS staff 
who have contracting or vendor payment responsibilities. 
Highlight in the communication the requirements for 
Retirement Board approval (e.g., "Board approval is also 
required for any contracts that would result in a cumulative 
contract value with a single vendor in excess of $50,000 over 
two consecutive fiscal years"). 

Responsible Division: ORS Management 
Concurrence: Agree 
Target Date: 6/30/2024 
Action Plan:  

Communicate the revised ORS policies once completed 
as per recommendation 1.2 
 
 

 

1.4 Assign overall responsibility for procurement oversight to an 
existing ORS staff position. Provide necessary training to the 
staff member to meet the new job responsibilities. Update 
the list of official job duties for the position to include: 

• Serving as an internal point of contact for procurement 
at the ORS.  

• Training ORS staff on procurement rules. 

• Serving to coordinate ORS procurement activities with 
the ORS's legal counsel and the Finance Department. 

• Ensuring compliance with applicable procurement rules 
and policies and procedures.  

• Administering the ORS's procurement processes to 
ensure that the ORS has complete, reliable, and useful 
data to manage its contracts and comply with applicable 
ORS and City procurement and payment rules. 

Responsible Division: ORS Management 
Concurrence: Agree 
Target Date: 6/30/2024 
Action Plan:   

Once ORS policies are updated Senior Management to 
identify one ORS staff with responsibility  for Investment 
Division contracts and one responsible for other  
divisions in ORS 
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Recommendation Agree, Partially Agree, or Do Not Agree and Target 
Date and Corrective Action Plan 

Status 

• Monitoring procurement and payment activities to 
identify and address instances where ORS procurement 
activities do not comply with applicable ORS and City 
rules (e.g., vendor payments without contracts, vendor 
payments that violated payment rules, contract 
documents that do not include required terms, contract 
duration and maximum expenditure terms that are 
inconsistent with Retirement Board authorizations, 
contracts without vendor performance metrics, 
contracts renewed without reference to vendor 
performance metrics). 

2.1 In compliance with ORS police and the City's procurement 
rules, use a public, competitive vendor selection process to 
select and contract with an insurance broker. 

Responsible Division: ORS Management 
Concurrence: Agree 
Target Date: 12/31/2023 
Action Plan:  

The ORS will issue an insurance broker RFP during 2023 
for the 2024 - 2025 policies. The policy period is from 
3/31 - 3/30 each year, and as such, it is too late to engage 
in an RFP process for the policy period 3/31/23 - 
3/31/24. However, consistent with this audit 
recommendation, a contract has been obtained from 
the broker for the policy period 3/31/23 -3/31/24. 
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Recommendation Agree, Partially Agree, or Do Not Agree and Target 
Date and Corrective Action Plan 

Status 

2.2 Create and communicate, as appropriate, a risk 
management policy that includes the following components: 

• A list of stakeholders (e.g., the Retirement Boards, ORS 
senior management, legal counsel, the insurance 
broker) who should have roles and responsibilities for 
identifying and addressing (i.e., managing) the ORS's 
business risks. 

• A defined process to periodically identify and document 
the ORS's business risks, whether to mitigate or accept 
those risks, and if applicable, the specific mitigation 
strategy (e.g., by procuring insurance). 

• A step to obtain details about the types and levels of 
Citywide insurance coverage that apply to the ORS. 

• A step to document the required types and levels of 
insurance coverage that the ORS needs to purchase 
beyond what is already provided by the City. 

Responsible Division: ORS Management 
Concurrence: Agree 
Target Date: 12/31/2023 
Action Plan:  

The ORS will create and communicate a risk 
management policy that it will present to the Boards for 
their approval. 

 

3.1 Update existing ORS procurement policies and procedures 
to acknowledge and implement San José Municipal Code 
section 4.12.220, which allows for expedited, emergency 
procurement. Communicate the update to staff with 
procurement roles and responsibilities. 

Responsible Division: ORS Management 
Concurrence: Management did not respond 
Target Date: Management did not respond 

Action Plan: Management did not respond 

 

3.2 Take an inventory of the laptops and associated equipment 
that the ORS purchased in 2020 to determine whether the 
procured laptops were received, as ordered. Follow up, as 
necessary, with the IT Department to ensure that the ORS 
received what was ordered and paid for. 

Responsible Division: ORS Management 

Concurrence: Management did not respond 
Target Date: Management did not respond 
Action Plan: Management did not respond 

 

https://library.municode.com/ca/san_jose/codes/code_of_ordinances
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Recommendation Agree, Partially Agree, or Do Not Agree and Target 
Date and Corrective Action Plan 

Status 

4.1 After identifying, updating, and communicating the ORS's 
procurement mandates (i.e., after implementing 
Recommendations 1.1 through 1.4), in coordination with all 
ORS staff with contracting and vendor payment roles and 
responsibilities: 

• Identify and list the ORS's minimum contract compliance 
and risk management mandates that should be 
periodically monitored. 

• Identify and list contract and vendor payment best 
practices that are relevant and of high priority to the 
ORS. This list should be informed by widely available, 
industry standard practices to analyze and report 
contract and vendor payment data. 

• Identify and list contract and vendor payment data and 
reports that are required to manage the ORS's contract 
and vendor payment risks, as identified in the first two 
bullets above. This list should include data and reports 
that may not yet exist (e.g., vendor performance 
management data). 

 

 

 

 

 

 

Responsible Division: ORS Management 
Concurrence: Management did not respond 
Target Date: Management did not respond 
Action Plan: Management did not respond 
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Recommendation Agree, Partially Agree, or Do Not Agree and Target 
Date and Corrective Action Plan 

Status 

4.2 After implementing Recommendation 4.1, in coordination 
with the City's Finance Department and IT Department, 
explore opportunities to obtain the data and reports that are 
needed to meet the ORS's contract and vendor payment 
objectives. Implementing this recommendation should 
include the following steps: 

• Determining whether data that is needed but does not 
yet exist in FMS can be supported and recorded in FMS 
(e.g., method of contract award, vendor performance 
metrics). 

• Ensuring that FMS includes all ORS contracts, including 
investment manager contracts.  

• Ensuring that FMS reports provide the ORS access to all 
existing FMS contract data, including contract end date, 
regardless of the status of each contract. 

• Ensuring that FMS reports provide ORS staff access to 
the information  (i.e., generate the reports) using 
parameters that allow the user to readily filter out non-
ORS data and to define the reporting period (i.e., the 
user should not be limited to reporting on one fiscal 
year). 

 

 

 

 

Responsible Division: ORS Management 
Concurrence: Management did not respond 
Target Date: Management did not respond 
Action Plan: Management did not respond 
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Recommendation Agree, Partially Agree, or Do Not Agree and Target 
Date and Corrective Action Plan 

Status 

4.3 After implementing Recommendation 4.2, in coordination 
with ORS staff with contracting and vendor payment roles 
and responsibilities, identify vendor and contract file 
management (i.e., storing contract documents) and data 
requirements (e.g., recording vendor performance data) 
that cannot be met using FMS. Explore and implement 
alternative systems to meet those needs, such as: 

• An internally created system (e.g., using SharePoint) to 
manage the ORS's contract data and documents that 
cannot be stored in FMS. 

• Purchase and implementation of a third-party, online 
vendor and contract management system. 

Responsible Division: ORS Management 
Concurrence: Management did not respond 
Target Date: Management did not respond 
Action Plan: Management did not respond 
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